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tX•) IC Sl!MJMRY 61ATEUENT Of OllFICIENCIES 
lcACI! DEFICC;NCY MUST 81i PRECEEt>EO BY FULL 
REGt,1,AlORY or, l6C IDENlU'YINO l»FORI.IAlt-ON) 

II) 

The roflowing reflects the lindtlgs of the Department 
of Public Hea11t1 during a comptalnl/breach evenr 
visit: 

t 

!Complaint Intake Number: 
jCA00292182 • Substantiated 

Represent.fig the Oepa11ment of Pub~c Health: 
Surveyor 10 # 26774, HFEN 

)J"he inspection was rimited to the specific faciflty 
event investigated and does not represent the 
findings of a full inapecUon of the facility. 
 
Healrh and Safety Coda Section 1280.15(a) A 
clinic. health facility, home health agency, or 
hospioo liconsoo pu1$t1ant 10 Section 1204. 1250, 
1725. or 1745 shall prevent unlawful or 
unauthOrized access lo, and use or dlsctosure or, 
 patienu;' mechcal informatlOn, as defined In 
subdivision (g) of Secilon 56.05 Of the Civil Code 
Md conslsient with Section 130203. The 
department, after i"lllestigation. may assess an 
admhistralive penalty for a violation of Ina section 
or up to twenty-five thousand dollars ($25,000} per 
palieru whose medical Information was unlaWfully 
or withoUl authorization accessed, used, or
disclosed, and up to seventeen thousand fcve 
hundred dollar& ($17,500) per subsequent 
occwrence of unlawrul or unauthorized access, 
use, or disclosure of U1at patients' medical 
information. 

Based ori int8fV1ew and r8COf'd review, the facility 
failed lo maintain the privacy and confldentiaHty of 
Patient 1's medical record. The medical record tor 

PROVICfirt'S Pl.NI OF CORRC-CTIOh 
(EACH CORRECTIVE ACTION ~OUlO Bl!CROSS. 

R£Ff.lll:NCEO 10 THE N>Pf<O"l!IAfll OEFIC!ENCY) 

! (Xi) 
PRl!Fllt l'REFDC I COi.lP1.ETE 

l"A{l l j DATE 

1
• I

!The following consl itutC$ Arrowbead 
lRegional Medical Center's (the ''Hospital") 

I
response Io the findings of the Department of
Health and Human Services and does noL
constitute an admission or 11grel!ment of thcl

1fads alleged or conclusions si:t forth on the 
~umm.a.ry statements of deficiencies!
sabscquent to a survey co.nduett.:d by the!
Califomia Department of Public Health! 
(CDPH) which concluded on 12/09/11. 

Amiwhead Regional Medical Cen1e1· 
undcnook coordination and implementation' 
of a multidisciplinary action pllln. This 
writtt:n Plan of Correction was prepared in 
response 10 a Fonn 2567 rcceiv~ from 
Califomia IJepartmcot of Public Health on 
April 24, 2014. 
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Event IO:W613R11 4117/2014 

8y 11g,in11 v11sd00Jme~t. ram 11eknow!edg.-ig reeeix or 111e entiro cli!IIOII pacltet. Paoets/ 11/tru O 
Anydefeier,cy ,1atemen1 en<' 1111th an a~et1,;k l") oemte,; a defodet1'y-..Alich 11~ ,,1111ituliro may be 8l<r,IS8d liom CO<fecting prG111Cing ~ 1s aetet:1111111111 
ttut olllSt 1ategua,os p:ov-oe sulllcic111D1t>laci101110 the l)ttheni, E.l(eept ror """'ng r.,mes. I/le hndlrigs ebove ar9 dS<:IOlllll>IB 90da.,.. f011owi1111 Ill@ dalo 
or surwy wnoth4r(l(rot a p1a11 of col!l:l®n rs prol,(ded. For n\lt51ol11>omes, 111& allow nnc11nos aNI pians ol correa!lon a,a dlsc1os·oole 14 deys follolmg 
the dare th&,., COl:un'•nt, w made avaUable 10 ll\e latility. I! del\de:J:les a111 cited, An approved p,M of cotr&<:1101\ ts ,eq1;1&Ue to COIIIHllOd p1og-am 
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CALIFORNIA HEALTH ANO HUlAAN Sl:RVICES AGENCY 
OEPARTMENT OFPUBLIC HEAL TH 

STATE,..FNT or DEFICIENCIES (XI ) PROVJDERISUPFUEAICLIA ( X2) MULTIPLE CONS'!llUCTION (XJ) OATS SURVEY 
!OU/TIFICATION NUt.llJl:q flJ,.0 PV<N OFCORRF.C110N 1.:0MPLETEO 

A, DUILO~lG 

050245 ll~ 12/09/2011 

NAME OF PAOIIIOUI OR SUPPU£.R ST'ltt< AOORES11,CITY, STMC, ZIP CODE 

ARROWHEAD REGIONAl. MEDICAL CENTER 400 N P•pper Ave, Colton, CA &2324.1801 SAN BERNARDINO COUNTY 

(1(4110 SUl,ltMRY STAT8JENr OF l)En<:-.fNC El5 ID 
PFIF.fiX tE...CH OEfiCIENCY MUST BE PAEC£EDED8Y tVtl Fl<liflXl 

TAG REGUI.A10RY 00 tSC U)Et.Tlf'YJIIG INFORII.A1'10t;) TAG 

Patient 1 was v,illfully breached five (5) times by an 
employee (a relaliva of Patient 1) who accessed 
Patient 1's elecironic medical record withouq
authorization. 

FINDINGS: 

Duling an unamounc:ed visit 10 the facOity on 
December 9, 2011 al 3:00 PM. a meeting was held 
with the hospital security and privacy officer to 

dscuss a case of unauthorized access to the 

recads of Patient l . 


A review of Patient 1's clinical record Indicated 
Patient l Was a 44 year old male admitted to the '
facility on I 2011, with an initial 
diagnosis of total body surface area bum. During 
!he course of hospitalizalion. the diagnosis was 
made a Slaven Johnson Syndrome (& rare, serious 
disorder In whtch lll& mucus membranes and &kin 
liloughs (necrotic'oead tissue separates from viable 
tissue) as a result of an allergic reaction to 
medlcalion). He was admitted to the bum unit il '
the hospital. Patient 1'& spouse (Emplo',!ee 1) ;
worked at Arrowhead Regional Medical Center a& 

part of a county fl(ogram called Work Experience ,

·, Program (INEP). Employee 1 worked as an office 
derk in the cardiology depanment of Arrowhead 
Regional Hospital and her job duties consisted of ,
scheduling patient etectrocardiograms (EKGs). 

I
Employee 1 had access to Clinical information of 
the patients of Arrowhead Regional Hospital For the 

l sore purpose of sehedu11ng EKGs. Employee 1 

I
was not assigned to any aspect ot care for Patienl 

!
1, and was not aulhO(ized by Arrowhead Regional 
Hospital to access dinical information of Patient 1. 

PflOl.10ER'S Pl/IN Of CORRfCTION tX6) 
1E..Ct1 CORRECTM! ACT:ON Sl10lt.O BE CROSS• COMPl ETE
R:FEJlfNc:4;0 TO Tl~ APPROPRIATE DEFUNCYJ I DATE 

I 
t----.------------:--r---------~I 

1 tduca liuo 
100¾ ofCardiac service.~ dcpanmen1 s1affto 
receive mandatory HIPAA training utilizing 12/2/ 11 
the HIPAt\ SdfS1udy Module and Quiz. 

!00¾ ofdepartment staff io be provided wilh 
the ARMC Policy 700.06 regarding security 12/211 I 
incident pmceJures ai1d disciplinary action. 
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Monitoring 
Ongoing staff reminder.; for appropriati: 

.
hmtdling imd 11ccess to nil patient infom1atio11 , 

(is provided through staff meetings, IIIPAA 

I 
ni:wsletters, annual employee update 
refresher Ongoing

,
•raining and education. 

Res1>m1sible l'erson 
Cardiology Diagnostic Services Manager 
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A Bll:LllWO 

8. WING05024& 12/09/2011 

NAME 01' PACIVIOER OR SUPPl.Jf:R STREET I\OllllEii~. CHY,STAlE.ZIP CODE 

ARROWHEAD REGIONAL MEDICAL CENTER 1400 N Pepf)Or Avr>, Colton, CA 92324•1801 SAN BERNARDINO COUN'TY 

(X4) IO 

PREFIX 
TN:, 

SUMMARY STATl:MF.tH Of OE~ICIENC1£S 

\EACH OEFICl~li'JVMIJST ee PNEC!lF.Oro er tUlL 
Rf(;UlAlOflY OR I.SC rOE.'ITIFVING INFORMATIOH) I 

' 

,:, 
PRl:'.filt 

TAG 

Pfl<M!l(R'6 PIAN Of CXlFIRal'IION 
IEAC;I CORRFCTIVE ACTION SHOIA-0 OE CROSS, 
R~l-ERENCEO TO THEAPPROP!llATF. D£f!C1EkC'Y) 

I ()(b1 
COMPtE'rE 

DATE 

1' IDuring an lnte1vlew with the facility Hospi!al Privac
: and Securijy Officer HPSO at 3:30 PM, he sta1ed
on November 16, 2011, Patient 1 wrote his concern
lo hospital personnel, which had been sent to the
patient advocate Who was investigatng his [Patient

.l
f's] concerns. The oomplain! was forwarded to the

.HPSO on November 17, 2011, and upon receipt o

I
the letter lhe HPSO quesf10ned the patient

,
advocate, "Who thought that Paflent A's Wife

I
. (E~loyee 1} ha1 accessed Patient 1's record
wilhout au1horf2ation. I found that on five occasions:
October 7, 2011 , October 13, 2011 , October 17,

' 2011 . Oc1ober 31 , 2011 and November 9, 2011. me
, had accesse<! his [Patient 1's) clinical reCO!d
!evident by her logging into his accotx1t " The HPSO

I
stated tnat he had researclled the logs UAder

I
Employee 1's name. and that each time someone
enters the computer lhelr Initials are registered. 

jTile HPSO provided specific elates. time& and types 
!of Information accesseo by Employee 1 as
Idetermined In his investigation to have occurred, by 
! reference to a computer access log kept in tile
Inormal course of business by Arrowhead Regional 
IHospital. The logs show dates, times and 
infonnaUon accessed by emptoyees. The HPSO 
printed lhe tog and Informed the Department of lhe 
Incident on NO\lember 23, 2011. 

·i '""""' ,,.,_"" """""°"'""on tho •• 

.October 7, 2011 at 11:12 AM • "Appointment 

IViewed.'' 
I Oclobef 13. 201 f at 10:56 AM • •Patient· and

!• Appointment viewed.·• 
October 17, 2011· between 2:43 PM and 2:47 PM· 
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8. IMNO050245 12109J2011 

NAME OF PROVIOfMOR SUPPLIEI{ STllEET AOO~ss,crrv. STATE.ZIP CODE 

ARROWHEAD REGIONAL MEDICAL CENTER 400 N Pepper Avo. Colton, CA 92324-1801 SAN BERNARDINO COUNTY 

()Sllt.lMAAY STA'1'£MEllf OF Dffll:111,NCtE$ 
lEACli Ol1f!Cl(NCY MUST llE PRECE£DE0 8Y FVU 
REGUl11TOOY OR LSC Jr,tNTIFVINO INI-O~MAl'IONI 

PltOVIOE!l'S Pl.NtfiE CORRi.CT!ON j lX51 
PRliFll< (EACl4 CORRECTIVE ACTIOtf SHOlA.O 8~ Cl<O!S. COl,il>lEl'I! 

REfEHENQ;D TI) TH!c APPROAAIATE D6RC1"-"1C'V) ! OATE TAG 

"F.mflf!Je>ncy room (ER) visit XZ. ER 24-hour report 

X2, ER imaging testr. X2, ER other reports X2, ER 

scanned images X10, ER unknown document X4." 

October 28. 201 1 al 2:24 PM • "Patient• and 


I"Appointment viewed." 

October 31, 2011 at 12:06 PM "Patient• and 

"Appointment viewed•

!November 7, 2011 at 1:46 PM '"Patient" and 

"Appointment viewed." 

jNov.ember 9, 2011 between 3:20 PM and 3:38 PM • 

, "ER visit assess X4. ER summary X<I, ER 


lmedlcations X4, Find patient X2. History X3, Patient 


ar\d Appointment viewed." 


I 
.I A review of the facility policy and procedure (P&P) ( 


titled." ldormetion Mana9ellleflt , undated, indicated I 

that ' It IS the Policy of Arrowhead Regional Medical l 

Center to protecl lhe caifidentrality, integrity and I 

Iavailat>iRty of information es reqilred by law through 

' the application ct appropriate safeguards." 

I 

I	During a second interview with the facility privacy 
officer on April 11. 20f2 at 9:00AM, the HPSO 

I
slated, "Patient 1 and Employee 1 had different lssl 
names so we didn1 make lfle connection al first. 

1Employee 1 admilled that she had accessed lhe 

jburn unit and obtained dressings to dress her 

I
1husband's woonds herself. Due to the nature ol the 
complaints that Patient 1 had written, the patient 

• advocate forwarded the infO(matlon the 

I
to 

compliance department to investigate whether 
Employee 1 had attempted to access her 

) husband's cUnk:al record onllne." . 

IThe employee was unavailable for interview as her 1

I. 
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(Xol)ll.l 
I 

SUMMAAY STATEMENT Of llef,ICIEHOES 
!EACH !leflCiENCY MUST OE Plll:CEEO!:O BY fl.U 
RECluLAIORY OR Llie IOENTIFV~IO INFORtMllON) 

PllOVOfR'S PLAN Of CORRt:CTION 
I 

11,51 
PRl:flX 

r AG I 
~ COllllECTIVE At:TIOII S1l0Ul0 er CROSS. 

JlfFF.Flt:MlEO TO THC APPROPRIATE OfFICII-.NC."YJ 

I 

COMPU:U 
DATE 

employment had been terminated Whan !he county
i:rogram's county contrad ended on November 18.

2011. 
 The HPSO staled the WEP program staffs were, 

J •provided a full hospital orientation to indude an 
addltional presentadon speciflcally on HIPM that I
dkl myself." The HPSO further stated, "Al
employees and contracted employees were 
1equired lo Sign and acknowledge this training on a 
r.onfidentiality statement • The HPSO provided a
copy of thil. stat.ement titled, "Information Security
and Confidentiality Agreement• that was signed by 

Employee 1 and dated November 23. 2010. 

 I 
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A review or the ouNine for lhe orientation program 
refleded specific examples of Personal Health I ,Information [PHI) an employee's responr.ibillly 
related to HIPM. Specifically lteni Number 19, I 

, "Do not access pallenl Information oot of curloSity.'' I 

Further. Item Number 24 s1'1ulated: "Disciplinary · 

laction will be taken for violations of privacy and l 
' security poli cie:.." 

1Tile HPSO stated that Employee 1 "had been I 
:terminated with the program before our investigation 

jcould be completed: . 

i ounng a phone nlerview with lhe Director of the l 
WEP program on April 11. 2012 al 9:45 AM. she I
Imade the fol/owh'G statements: 

I I 
(1) "Employee 1 worked for me in the carcliology , I ' 
Idepartment scheduUng •1 found out after the WEP I!program had ended that Employee 1 had accessed I II ! 

Even11D:W6BR11 4/17/2014 8.12:<6PM 
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(X•l IO SUt.1.t.lAAY STATEMENT OF O&FICIENClllS 
(f:A.Clt Ol!l'ICl~NCY UIJST Bi PIIECEEOEO SY FIJtL 
AEGULATO~ OR lSC IOENf tFYING INFORMATIClNI 

,o PRO'VIOER'S Pt..-N OF CORRECTION t,(5) 

PREFIX PAEFil\ (f.ACH CORRECTIVE /ICTIOtl SliOl..1..0 ee CAOSS. COMPLETE 
IAO 

I 
TAG J;Effnef/CEO TO Tt<EAPPROPRJATI: OEl'IOfNCY) OAli: 

1IPatient 1 's clinical record without authorization arid

iI caffed het' end told her 11 was a violation of HIPAA II
and I would have to report her to Center for 

!~iC81'8 and Medicaid Services (CMS). Wl\ich 11' 

I 
(2) "Alf my staffs we,e given e full orientation at the 
hospttal. and the first thing they were lrainod on 

. was patient privacy and HIPAA." l 
I 

The facility failed to p;event unlawful or i 
unautoorized access to, and use or disclosure of . 
patients' confidential medical Information in violallon 

of health and safety code section 1280.15. 
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