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The following reflects the findings of the Department 
of Public Health during a complaint/breach event 
visit: 

Complaint Intake Number: 
CA003603Y3 • Substantiated 

Representing the Depeu1ment of Public Hearth: 
surveyor ID# 19582, HFE I 

The Inspection wa1 limited 20 the specific facirity 
. event investigated and does not represent the 

findings E>f a fUII Inspection of the facility, 

Health and Safety Cade Section 1280.15(a) A 
clinlo, health fac/lity, home health agency, or 
hospice llcensed pursuant to Section 1204, 1260, 
1725, or 1745 shall prevent unlawful or 
unauthorized aD;eS$ to, and use or disclosure of, 
pa1lents' medical information, as defined in 
subdivision (g) of Section 56.05 of the Civil C<>de 
and consistent wl1h Section 130203. The 
department, after Investigation, may assess an 
ec:fmJnlstrative penalty for a vlolatlon of this section 
of up to twenty•ffve thousand dollars ($25,000) per 
patient whose medical Information was unlawfully 
or without authorization accessed, uied, or 
dlsolosed, and up to· seventeen thousand five 
hundred dollars ($17,500) per subsequent 
occurrence of unlawful or unauthorized access, 
use, or clisclosure of that patients' madlcal 
Information. 

1280.15(a) Health & Safety Code 1280 

(a) A clinic, health facility, home health agency, or 

PROVIDE:R'S Pl.AN OF CORRSCTIOl'.J (X6) 
(EACI-I CORA~tlVE ACTION SHOULD B& CROSS COMPLETE 

Ra'ERSNCl:O TO THEi APPFIQPRIATE oa:IClENCV) DATE 

Cedars-Sinai Medical Center Is submitting 
this plan of correction as req1;1ired by state 
and federal law. In submitting this plan of 
correction, Cedars-Sinai Medical Center is 
not admitting to the aoouraoy or validity of 
any of the allegations in the statement of 
deficiencies. Cedars-Sinai Medical Center 
reserves the right to dispute any allegations 
made by the California Department of 
Public Health. 

Toe incident was reviewed and a corrective 
action plan was established. 

Event ID:490711 1/22/2016 a:e2:11AM 
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hospice llcensed pul'$uant to Seotion 1204, 1260, 
1726, or 1745 shall prevent unlawful er unauthorized 
access to, and use or disclosure of, patients• 
medical lnfonnation, as deflned in subdivlsfon (g) of 
Section 58,05 of the Civil CtX!e and . consistent with 
Section 130203. The department, after 
investigation, may assess an administrative penalty 
for a violation of this section of up to twenty-fiVe 
thousand dollars ($.2S,OOO) per patient whose 
medical inmnrnltlon was unlawfully or without 
authorization accessed, use4, or disclosed, arid up 
to seventeen thousand five hLlndrad dollars 
($17,500) per subsequent occurrence of unlawful or 
unauthoPfzed access, u;e, or disclosure of that 
patients' medical information. For purposes of the 
Investigation, the department shall consider the 
clinic's, health facility'$, agency's, or hospice's 
history of compliance with this sealon and other 
relflte<I state and federal statutes and regulations, 
the extent to which the facllity datacted violations 
and took preventative action to immedlately correct 
and prevent past violation& from recurring, and 
factors outside its control that restricted the 
facility's ablllty to comply with this section. The 
department shall have full discretion to oonsider all 
(actors when determining the amount o1 an 
administrative pel\Q!ty pursuant to 1hls section. 

Based on recard review and interview, the facility 
failed to prevenl the unauthorized access of 
medical information of 14 patients (Patient 1, 2, 3, 
4, 5, 8, 7, 8, 9, 10, 11, 12, 13, and 14). on June 
18. 19. and 24, 2013, Patient 1'a medical record 
was aocessed without authorization by four (4) 

PROVIOlR'S PLAN OF CORRECTION (X5) 
(EACH CORAEOTI\IE ACT10N SHOULD B6 C.ROS&, COMPL&TE! 

REFERl:NOOO TO THE APPROPRIATE CEFICleNCY) DATE 

1280,15(a) 
Overview: 
Through its ongoing access monitoring 
activities to protect patient privacy and 
confidentiality, Cedars-Sinai Identified that 
14 patient records were inappropriately 
accessed between June 18 and June 24, 
2013. There were six user accounts 
involved in the inappropriate accesses. 

Cedars-Sinai immediately launched an 
investigation, notified the Ca!ifomia 
Department of Public Health, and informed 
the affected patients  expressing our deep 
apologies to them for the incident, noting 
1hat Cedars-Sinai has a high standard for 
security and in this case that standard was 
violated, and offering to answer any 
additional questions they may have. 

Notices to the California Department of 6/28/2013 
Public Health were made on June 28, 2013, -7/8/2013 
July 1, 2Q13 and July 2, 2013. Notices to 
the affected patients were sent July 2-8, 
2013. 

Event ID:490711 1/22/2016 S:52:11AM 
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employees of community physlcrens Who held 
medical staff privileges at the facility, one (1) 
volunteer research aselatant In the facility's 
Anesthesiology Department and one (1) medical 
assistant · employed by the fadUtys outpatient 
office. On June 18, 2013, tha elsctronlc madlcal 
records of 14 patients were acoesaod without 
authorizations by one (1) employee of a community 
physician who held medical staff prlvlleges at the 
facility. · 

Flndlnas: 

On July a, 2013, an unannounced visit was made at 
the fadllty's C'Orporate lntegri~ office to investigate 
an entity reported Incident regarding :breaches of 
electronic medlcal records rnvoMng 14patients. 

The Department rec:ei'ved a letter frc,m the facility 
dated July 1, 2013 and updated on Jilly 2, 2013, 
whlc:h lndleated the facility had detected 
unauthorized .ecce$$ of patient medical Information 
balanglng to fourteen (14) patients by six (6) user 
accounts. The breaches cccurred belween June 18 
and June 24, 3013, and all occurred in the faci!ity'e 
computer syatem oalled WebNS, . 

According to the facility letter, five (5) of the 111>< (8) 
user accounts aocessed the records of Patient 1 
and one (1) of the si>t (6) U9er accounts ~cc:eesed 
the recarda afall 14 paUents. 

The faclfity letter also indicated four (4) or 1he sbc 
(6) user accounts belonged to tha offioe of 
community physicians who held medical &taff 

STATNNT ceP1CNrss · · PROVIDER'S PLAN CF COAA£CTIOM (XS) 
(BACH CORRECTM!ACTION Sl;O\JLO l!ECROSS CdMPLEl'E 

,RSFSR&NCeO TO THE APPROPRIATE DEPICIENCY) DAT& 

Event ID:490711 1122/2016 8:82:11AM 
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privileges at the facility, one (1) of the user 
accounts was a volunteer research assistant in the 
facility's Anesthesiology Department and one (1) of 
the user accounts was a medical assistant 
employed· by the faclllty's outpatient office of the 
facllityts medical group. 

On July 8, 2013, at S:15 a.m., during an Interview, 
Employee A (ccrporate Integrity and privacy officer) 
stated the Inappropriate a~&s to the medical 
records lnvol11ed fourteen (14) patfents (Patient 1, 2, 
3, 4, 5, 6, 7, a, 9, 10, 11, 12, 13, and 14 ). 
Employaa A stated that Patient 2, 3, 4, 5, 6, 7, 8, 9 
were relatives ef Palient 1and P:atient 1 O was not 
related to Patient 1. 

On July 8, 2013, et 9 a.m. end S:30 p.m., during an 
Interview, Employee B (pn"vaey manaser) stated 
she ran reports of an aecasa log as part of 
manltoring of access to the patient records. 
Employee B stated the physicians from the private 
offices could only access the patient electron!c 
medical records to the 'WE8NSd system, a 
viewing system that is not a full blown electronic 
reeord, had various types of security system bu, 
had no "Break-the-Glasa" security. Employee B 
stated that lhe faQ!llty he.d two types of electronro 
health records, the ''WEBNS" system end the 
"CS Unk." The "CS Uni<." which had 
uereak-the-Glass" security, can be accessed 
offsita and none of the records that were accessed 
occurred with the •cs Link" system. 

\Nhile viewing the ·computer screen for the system 

PFI0\11~'$ PLAN OF CO~l!CTtON 0(6) 
(l;ACH CORRE!CTIVE ACTION SHOULD ea CROSS COMPLl:TE 

REl'ERENCl:D TO THE APPROPRIATE DSFIC!ENCY) DA.TE 

The WebNS system was retired and 12/1/2015 
replaced by CS-Link, With direct login to 
Web/VS discontinued December 1, 2015. 
Any users needing to access historical data 
from WebNS must now view that 
information through CS-Link, with such 
access subject to the break-the-glass 
security fUnctionality in CS-Link. Completed 
December 1, 2015. 

event ID:490711 1M/2016 8:52:11AM 
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Acoess logs thal were shown and explalned by 
Employee B on July a, 2013, and a review of the 
facility letter revealed the following: 

1. The facility letter updated July 2, 2013, indicated 
User Account 3 belonged to Physician A, a 
community physician, who had a private practice 
office and l'lad medical staff privileges at the facility, 
His user account waa used to search for Patient 1's 
record, including face sheets, a list of dlnlcal 
reports, and the inillal display screen which only 
llsted lab results. Physician A investigated the 
e=ess and Identified hie employee In his private 
praclice (to whom he provided his User ID and 
Password) who had stepped tMJsy from the 
computer to use the restroom without logging off 
the WebNS system. AAOther employee then used 
the logged-on· computer to aooess Patient 1's 
reeord. 

During a review of the electronic Sys1em Access 
Logs with Employee B on July 8, 201 s, User 
Account aaocessed Patient 1~ record on June 18, 
201Sat 11:03a.m., 11:04a.m. and 11:07a.m. that 
Included the Face Sheet and Lab Results dated 
ffOm March 18, 2013to June 19, 2013. 

The WebNS Audit log Indicated "cases and Face 
Sheats" contained lnformatlol'l such as accaunt #, 
date of admission, discharge date, admitting 
reason. admitting physician. The WebNS Audit 
lag Indicated the lab Results dated from March 19, 
2013 to June 19, 2013, which contained llstlng of 
reports ofsome tab tests from March 2013. 

PR0VID$'S PI.H4 OF CORRecnoN (X5) 
(EAa-1 CORRECTIVE ACTION SHOUlD 8E CROSS. COMPLETE 

REFERENCED TO Tl-!£ APPROPRIATE OEFICIENCY) DATE 

1. Patient 1. Physician A,. User Account 3 7/112013 Physician A reported to Cedars-Sinai that 
the responsible individual's employment 
was suspended during the investigation and 
then terminated. Completed July 1, 2013 

Physician A reponed to Cedars-Sinai that 6/27/2013 
all staff in his private office completed 
additional privacy training. Completed June 
27, 2013. 

Cedars-Sinai suspended the physician's 
6/27/2013 WebNS account during the Investigation. 

Under the terms of existing Medical Staff 
policies, an Ad Hoc Privacy Breach 
Investigative Committee was convened to 
review the actions of the three (3) 
physicians who shared passwords with their 
employees. The Committee directed that 
access to Cedars-Sinai patient information 
systems continue to be suspended until 
each of the physicians had completed, to 
the Committee's satisfaction, HIPM privacy 
training and had acknowledged their 
individual understanding of Cedars-Sinai 
strict policy prohibition against sharing user 
a·eeount information. When the Committee 
was satisfied that the requirements had 
been met and approved reactivating the 
physician's access, the physician was 
requlFed to change his password. 
Coml)leted June 27, 2013. 

Event ID:490711 1/22/2016 B:52:11AM 
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During en Interview on July a, 2013 at 10:10 a.m., 
Employee B stated Physlolan A (Account User 3) 
was not involved with the care of Patient 1. 
Employee B stated Physician A gave his User 
ID/Password. to . his employee· and another 
emp!oyee accessed Patient 11selectronic record. 

A review of the e--rriall communication dated July 8, 
2013 al 3:26 p.m.. Indicated Physician A's 
employee, wha used Iha physician's User Account 
3 to access Patient 11s medical record, was one or 
the physician's billers. The employee was 
terminated. 

In an interview with Employee A at 10:15 a.m., on 
July 8, 2013, he stated the facility policy was not to 
share Ueer ID and Password wHh anyone. 

2. The faclllty letter updated Jury 2, 2013 indicated 
User Account 5 belonged to the employee of 
Physician S, a community physician, who had a 
private praclice office. and had medical staff 
privileges at the faciRty. The employee works as a 
bllfer end was granted access to the facility 
electronic record viewing systam at tha request or 
Physlelan 8. Her User Account was used to 
search fer Pat!ent 1 by name and ac:cesaecl the 
lnldef display screen only which ll&ted recent lab 
results and links to clinical report within Patient 1's 
records. The~rnployee was terminated. 

During a review of the System Access Lcig with 
Employee B on July 8, 2013, User Account 5 
accessed Patient 1's record on June 18, 2013 at 
11 :49 a.m. and 11 :50 a.m. that Included the Lab 

PROVIDER'S PLAN OF CORRECTION (X&) 
(eACH COMeeTIIIEACTION SHOULD BE Cf\OSS. COMPLETE 

REFl!RENCED TO THE APPROPRIATS ~Ql&NOV) DATE 

2. patieQt 1, ehvalclan B, User Account S 
7/2/2013 Physician B reported to Cedars-Sinai that 

the responsible indMdual's employment 
was suspended during the Investigation and 
then terminated. Completed July 2, 2013. 

Cedars-Sinai suspended the WebNS 8/29/2013 
account of the responsible individual during 
the Investigation, then after notice of the 
investigation findings noted in her account 
profile that this account was never to be 
reactivated. Completed June 29, 2013. 

!!vent ID:490711 1122/2018 B:52:11AM 

Page&of1s 



FEB. 2.2016 2:29PM CORP. COMPLIANCE NO. 3233 P. 11 
CALIFORNIA HEAi.TH AND HUMAN Sl:RVICES AGE;NCY 
DEl'AATMENi OF PUBI..IC HEALTH 

STATEMENT OF DSFICIENCIES 
AND Pl.AN Ol' CORRECTION 

OC.1) PROVl!liiR/SIJPPLlERICIJA 
loefflFICATION NUMEiR: 

OS0&2G 

oo.l MULTIPLE CONsri:tueTION 

A8UILOING 

IJ,WNG 

0<S) DAT!: SURVEY 
COMPllmiD 

04/08/2014 

NAME OF Pl(O\IICIER OR SUPPUSR 

CEDARS.SINAI MEDICAL CENT!R 
STRE;ET ACICIUiSS, OITY, STATE, ZIP 0001: 

8700 Beverly Blvd, Wt11t Hollywood, CA 90049-1804 LOS ANGiiL.ES COUNTY 

0(4)10 SUMt,,!AAY STATl:MENr OF DEl=ICl!mCIES ID 
PR5AX (EAC>t DallCtliNCY MUST BEi PRSCEEOED BY FULL PRE~t)( 

TAO l!U!GULATCRY OR LSC IDl?NTIFVING INFORMATION) TAG 

Results datad rrom March 19, 2013 to June 19, 
2013. 

3. The faclllty letter updated July 2, 2013, l"dlcated 
User Account 6 belonged to an employee of 
Physldan C, a community physfcfan, who had a 
private practice office and had medical staff 
privileges at the fac.illty, His User Account was 
used trom a location off-campus to search for 
Patient 1 by partial name, and then access Patient 
1's record. The portions of Patient 1's record 
viewed 1nc!uded face sheets, Jab reports medical 
reports, nursing notes, and discharge summary. 
The employee was terminated. 

During a review of the System Aacess Log with 
Empleyee B on July s. 2013, User Account 8 
accessed Patient 1's record on June 18, 201s at 
2:20 p.m., 2:21 p.m., 2:28 p.m., 2:29 p.m., 2:30 
p.m., 2:35 p.m,, and 3:05 p.m. 

Curing an interview on July B, 2013 at 11 :00 a.m., 
Employee A stated that the employee of Physlclafl 
C stated that she had acceased Patient 1's record 
11out of curloafty.11 employee B stated User 
Account 6 used Physician C's User account, 

4. The ~IIUy letter updated July 2, 2013 Indicated 
User Account 1belonged ta a medical assistant in 
a facility's medic.al group. Her system account was 
used to search Patient 1 by name and then access 
the Initial dlspla!t' screen only liAtlng recent labs 
and linka ta cllnfcal reports within Padent 1's 
record. The medlcal assistant's emplayment was 

Pl<OVID~S PLAN OF CORAECTION ()(61 
(EACH C~ECTIW ACTION SHOUU) l!S QROSS. COMPLETE 

AEJ!l!Rl!NC"f!C TO THE APPROPR!AT5 DEFICl!mCV). Di\lE 

3. Pat!ent 11 Phvslclan c, User Accoun~ § 
The law firm engaged by Physician c to 
assist him with addressing this matter 7/2/2013 
reported to Cedars-Sinai that the 
employment of both Office Empfoyee 1and 
Office Employee 2 was suspended during 
the Investigation and then terminated. 
Completed July 2, 2013. 

The law firm engaged by Physician C to 7/15/2013 
assist him with addressing this matter 
reported to Cedars-Sinai that addHional 
privacy and security training was provided 
to Physician C, his partner and the office 
staff. Completed July 15, 2013. 

Cedars-Sinai suspended the physician's 
7/2/2013 WebNS accoun.t during the investigation. 

Under the tenns of existing Medical Steff 
policies, an Ad Hoc Privacy Breach 
Investigative Committee was convened to 
review the actions of the three (3) 
physicians who shared passwords with their 
employees. The Committee directed that 
access to Cedars-Sinai patient information 
systems continue to be suspended until 
each of the physicians had completed, to 
the Cemmlttee's satisfaction, HIPM privacy 
training and had acknowledged their 
indlvldual understanding of Cedars-Sinai 
strict policy prohibition against sharing user 
accoullt Information. When the Committee 
was satisfied that the requfrements had 
been met and approved reaotlvating the 
physician's access, the physician was 
required to change his password. 
Completed July 2, 2013. 

event ID:490711 1/21./2016 8:S2:11AM 
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terminated. 

During a review of the System Access Log with 
Employee B on July 8, 2013, User Account 1 
accessed Patient 1's record -on June 18, 2013 at 
1:25 p.m. 

6. The facility letter &.ipdated July 21 20131 Indicated 
User Account 2 belonged to a \lellunteer research 
assistant at the fac::ility"s department of 
anesthesiology.' Hie system account was used to 
search Patient 1by name. His User Accol.lnt 
accessed the Initial display screen and the patient 
proffle containing limited demographic lnforrnauon, 
User Account 2wes Interviewed and admitted he 
accessed Patient 1's medical record. and 
~cknowtedged that auch aoc::ess was inappropriate 
and unnecessary for his assigned duties. His 
volunteer status was terminated. 

Durfng a review of the Syetem Access Log with 
Employee B on July 8, 2013, User Acciount 2 
accessed Patient 1's record on June 19, 2013 at 
4:28 p.m. and 4:3.0 p.m. 

8. The facility letter updated July 2, 2013, Indicated 
User Account 4 belonged to · Physician o, a 
community physician, Who had a private practice 
office and had medical staff privileges at the facility, 
His User Account was used to search for 1he 
record of Patient 1by name and then access 
multiple documents anel reports in the record of 
Patient 1. The facility's physician leadel'Shlp 
contacted Physician D about the access. 
Physician D denied that he accessed Patient 1's 

PROV1D&:R1S~ OFCO~RECTION 
(BAQl4 CORJ:ISOTMi ACTION SkOULD EIS CRDSS
~~!0TO THE APPROPRIATE: Dl:lFICIENCY) 

4 Patient 1. user Account 1 
Cedars-Sinai Medical Care Foundation 6/2B/2013 
suspended this employee (User Account 1) 
during the investigation and then tenninated 
her employment. Completed June 28, 201S. 

Cedars-Sinai suspended the WebNS 7/1/2013 
account of the responsible individual during 
the Investigation, then after the lnve11tigation 
was completed noted in her account profile 
that this account was abused and never to 
be reactivated. Completed July 1, 2013. 

s.patient1,userAccount2 
Cedars-Sinai Medical Center Volunteer 6/28/2013 
Services suspended the adivities of this 
student volunteer during the Investigation 
and then terminated his volunteer 
assignment. Completed June 28, 2013 

Cedara•Slnai suspended the WebNS 7/3/2013 
account of the responsible Individual during 
the investigation, then after the investigation 
was completed noted in hi& account profile 
that this account was abused and never to 
be reactivated. The termination letter also 
Informed this volunteer that he will be 
permanenUy denied access to Cedars·Sinai 
information systems. Completed July 3, 
2013. 

s. Patient 1. ptwsician o. user Accoufl! ~ 
The law firm engaged by Physician Dto 7/9/2013 
assist him with addressing this matter 
reported to Cedars·Sinai that the 
employment of the individual responsible 

Event ID.490711 1/22/2018 &:62:11AM 
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record and stated that he would Investigate this 
activity. 

During . a review of the System Access Log with 
Employee B on July 8, 2013, User Account 4 
accessed Patient 1•s record on June 24, 2013 at 
10:53 a.m., 10:64 a.m., 10:55 a.m., 10:56 a.m.• 
10:67 a.m., 10:68 a.m., and 10:59 a.m. User 
Account 4 viewed lisUng of reports with links and 
lab results and one of the three scanned 
documents (soanned consent form, &canned OR 
anesthesia record and scanned pathology 
submission farm .far placenta). User Account 4 
also viewed Patient summary Report, Link Lines, 
Drains, Airways and Wound Aeseeament Report, 
and After Visit Sl.lfflmary. 

During an Interview on July 8, 2013 at 10:50 a.m., 
Empioyee A stated 1hat there was no updated 
lnfonnaUon from Physician O as to who used his 
aCCQunt user to access the patient's record. 
On July 9, 2013, the facility foiwarded to "the 
Department by fax the Investigation and actlons 
taken by Physician o. A review of the document 
dated July 9, 2013, revealed Physloien D disclosed 
hi& logln and password ta his medical assistant to 
manage his ca~s. The medlcal assistant reviewed 
reeords that he was not authomed to view. The 
medical assistant was terminated. 

7. The facility letter updated July 2. 2013, Indicated 
User Acoount sbelonged to Physician O who had 
rnedlcat staff privileges at the facility. After 
accessing Patrent 1'e reoord, 1he System Access 
Jogs showed that hi& User Account was used to 

PROVIDER'S PIAN OF C0RREeTl¢N (X6) 
(.EA(:H CORRECTIVE ACTION Bf{Ol.lLO BE c~ss. COMPI.ET& 

REFERENCED TO TM& APPROPRIATE DSFIC!&NCV) DA.TIS 

was suspended during the investigation and 
then terminated. Completed July 9, 2013. 

Cedars-Sinai suspended the physician's 7/19/2013 
WebVS account during the investigation. 
Under the terms of existing Medical Staff 
policies, an Ad Hoc Privacy Breach 
Investigative Committee was convened to 
review the actions of the three (3) 
physicians who shared passwords with their 
employees. The Committee directed that 
access to Cedars-Sinai patient informati~n 
systems continue to be suspended until 
each of the physicians had completed, to 
the Committee's satisfaction, HIPAA privacy 
training and had ackr,owledged their 
individual understanding of Cedars-Sinai 
strict policy prohibition against sharing user 
account information, When the Committee 
was satisfied that the requirements had 
been met and approved reactivating the 
physician's access, the physician was 
required to change his password. 
Completed July 19. 2013. 

7. Patients 2-14. Physician c, User 
Accounts 
The law flrm engaged by Physician C to 

7/2/2013 assist him with addressing this matter 
reported to Cedars-Sinai that the 
employment of both Office employee 1and 
Office Employee 2 was suspended during 
the investigation and then tenninated. 
CompleteGI July 2, 2013 

Event ID:490711 1/22/2016 B:S2:11AM 
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search and access the medical records of Patient 2 
through Patient 8, the other family m~mbere of 
Patient 1. The facility letter also lndl*d Usar 
Account 6 had several unsuccessful searches for 
the names of other patients and. had succeseful 
access ta one add"dional patient, Patient 10, There 
were mulUple portions Of the patients• medtcal 
records accessed, lncludlng face sheets containing 
soc:lal secwUy numbers. For Patient 11 throush 
Patient 14, ihe n,oords were accessed af petlen1S 
w'ith names similar to those· of the patients for 
whom searches were made. According ta the 
facility letter, Physician C's raw firm staff had 
conducted Interviews with the two office empfoyeea 
of Physician C. Office Employee 1 stated that she 
Used· the User ID and Password of Physician C to 
acoess lhe medical recards of PaUent 2 thrGLlgh 
Patient 9, Patient 10. 11, 12, 13 and 14, However, 
Office Employee 2 had denied that she was 
lnvolVed in the breaches of the records. Both 
employees were tennlnated. 

A review of the System Access Lags with 
Employee B on July 8, 2013, disclosed User 
Account 8accessed, without authorization, lhe 
fallowlng electronlo medlcal records of 18 patient&: 

User Account 8 accessed the electronic medicaJ 
records of Patient 2 through Patient 14, between 
2:23 p.m. and 8:33 p.m•• on June 18, 2013. 

a. For Patient 2, User Account 6 accessed &sting 
of reports w1lh links and lab reaulte, report Inventory 
screen with Onks to secUons of lhe records auch as 

PRO~PIAN 0,CORREtnON (XS) 
ll!ACH toAA!CTIVIS ACTIOI\I SHOULD UCR08S• COUPLS'l'E 

AEFSR!NCED TO THE APPROPRIATE DEFICIENCY) DA1li 

The law firm engaged by Physician Oto 7/15/2013 
assist him with addressing this matter 
reported to Cedars-Sinai that additional 
privacy and security training was provided 
to Physician C, his partner and the two new 
employees who replaced Office Employee 1 
and Office Employee 2. Completed July 15. 
2013. 

OedarsaSlnai suspended the physician's 7/2/2013 
WebNS account during the Investigation, 
Under the terms of existiRg Medical staff 
policies, an Ad Hoc Privacy Breach 
Investigative Committee was convened to 
review the actions of the three (S) 
physicians who shared passwords with their 
employees. The.Committee directed that 
access to Cedars-Sinai patient information 
systems continue to be suspended until 
each of the physicians had completed, to 
the Committee's satisfaction, HIPAA privacy 
training and had acknowledged their 
individual understanding of Cedars-Sinai 
strict poUcy prohibition against sharing user 
account information. When the committee 
was satisfied that the requirements had 
been met and approved reactlva1lng the 
physician's access, the physician was 
requ1red to change his password. 
Completed July 2, 2013, 

Event ID:490711 1/22/2018 &!S2:11AM 
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patient profile, progress notes, and medication 
llats. User Account 8 expanded tha seairch to 
Maroh 8, 1995 to June 19, 2013, with llstlng of 
reports with lab results for the time frame of 2011 
and 2012, User Account ea~seed Patient 2'1 
Face Sheets from 1979 to 2012. \J$er Account e 
accessed the patient's Face Sheets for June 27, 
1984, October 21, 1980 and November 3, 1995, 
According to the WebVS Audit log, Face Sheets 
included acceunt number, case type, admit date, 
discharge date, admit reason and admitting 
physician. 

b. For Patient 11, User AGCOunt edicked an 
11Patlent Select'' and the user selected Patient 11 
as the last name was siml1ar ·to··P•tlanf 1; User ·· · 
Account 6went to the lab results. However, there 

• was no data cfl5pleyed, 

c. Far Patient s, User Account 6 searched rar 
Patient 2'e rest name and eelected Patient S. User 
Account eselected the lab results from June 19, 
1996 to June 19, 2013 and there was no lab 
resulta. User Account 8 viewed Patient 3's Face 
Sheet which was a newborn admfasion fn 1995. 

d. For PaUent 4, User Account 6 searched for 
Patient 2'8 laat name and selected Patient 4. User 
Account 6 accessed Patient 4's record and viewed 
the inilial screen report. User Account 8 accessed 
the transcribed reports which included a 
Neurosurgical Letter dated July 1, 2004, and a 
Oonsultellon Report dated June 22, 2004. User 
Account 6 further accessed the tirneline view which 
dlsptayed llnks to lab results. User Account 8 

. PROVIDSR'S Pl.AN OF CORRECTION (XS) 
(6ACtl COMECTM! ACnoN &HOULO EIE CACSS COMPI.ET& 

ASFEAENCED TO THEAPPROPRIATii DliFIQll;NGY) DATE 
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viewed Patient 4's lab test results for 2004, User 
Account &viewed the Faoe Sheets for June 21, 
2004, Deoernber 14. 1991, and August 101 1997, 
that Included an Inpatient Faoe Sheet end 
Outpatient Imaging Face Sheet. User Account e 
viewed an inpatient Ward MediQG\fon Ust for June 
23, 2004 and selected Inpatient encounter. 

e. For Patient 5, User Account asearched ror 
Patient 11s last namo and .acoessed Patient S's 
record. User Aocount 8viewed transcribed reports 
whtch included a Preoperative Hi$lOry· and Physical 
for a surgical prGCedure In December 2008 and 
Operattve Report for a surgical procedure, dated 
December 18, 2008. User Aceount G,llewed 
Centrioity report · (PreoperatiVe History and 
Physical) dated December 12, 2008 and lhen 
accessed the two lab results for 201 o. 

f. For Pailent 8, Ueer Account 8 conducted the 
patient search using a string of letters from Patient 
11s last name four limes and Pa6ent 1's full last 
nam~ 1wlce, and then searched for Patient S's last 
name. User Account 6 accessed Patient 61s 
Neonatal Screen dated December 16, 2009 and 
Face Sheet Ca&t Uet for lhe admi&Sion on 
Deaernber 14, 2009. 

g, User Account 6 selected Patient 7and 
accessed the patients Discharge Summary wllh 
the name, medical record number and admission 
date for July a. 2012. 

h. User Account 6 successfully accessed Patient 
S's name using an alias. User Acoount 8 viewed 

PROVIDER'S PLAN OF CORRliGTION ()(S) 
(aACH CORRECTIVE ACTIOk SHOUUl BE CROSS. COMPI.ETE 

RE:Fl:RENceD TO Tt!E APPROPRIATE D!FICIENC'I') DATE 

Event ID:490711 1/22/2018 B:52:11AM 

Pege 12 o1,s 



FEB. 2. 2016 2 : 31 PM CORP. COMPLIANCE NO. 3233 P. 17 
CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY 
DEPARTMENT OF PUBLIC HEALTH 

STATEMeNT 0,DiFICIEiHCIES IX11 PROVIDER/SUPPUE!RICUA (X2J MULTIPLE CONSTRUCTION (XS) DAT! StlFMiV 
AND PLAN 0, CORRECTION ICl!NTIFICATION NUMBeR: 

050826 
A.BUILDING 

&.WING 

OOMPLEl'60 

04/08/2014 

NAME OF PROVIO!iR 0~ SUPPUER 

CE!DARS-IINAI MEDICAL CENTER 
&TRE!E:T AQORESS, CIT'f, STATE. ZIP COD!! 

8700 Severty Srtd, Weat Hollywood, CA 90048•1804 LOS ANQEI.ES COUNTY 

OC4J ID SUMMARY STATEMSNT OF DEFICIENCIES ID 
PREfDC (eAC>C CEFICIENCY MUST BE PRECEEDEO BY FULL PREFIX 

TAB R!GUI.ATORV OR LSC ,oeNT'JFVING IH#ORMATIOH} TAG 

the initial report screen which contained the 
patient's lab test results for Jtily 8 and 9. 2012. 
User Account Sctlaked report inventory S<)reen and 
viewed the patient's History and Physlcel dated 
Jury. 8, 2012 and viewed the Eme,gency 
Department Patient Encounter summary Report for 
July 8, 2012 aclmrssion. User Account 8 also 
viewed .the Face Sheet and case Ust for the 
lnpallent encounters of Padent Sand Patient 7, 
dated December 2008 and July 2012. 

I. User Ac:count Beocessed Patient 9's Initial 
report acreen which showed Emergency 
Department Report dated January :22, 2009. 

J. User I\Qeount 6conducted mulllple patient 
searches on June 18, 2013 from 3:09 p.m. to 3:12 
p.m. 

k. User Account econducted patient searches 
using the first three letters of the first name and last 
name of Patient 14. User Account eaccessed the 
report inventory screen with links to sections of the 
record and accessed the Faoe Sheet for an 
emergency d!i!partment enceunter on May 11, 
1990, 

I. User Accaunt 6 conducted multiple patient 
searches on June 18, 2013 from 3:14 p.m. to 3:21 
p.m. 

m. User Accaunt s searehed Patient 12 by the first 
two letters of the first name and the last name. 
Uaer Account 6 acceased the report inventory 
screen and accessed the Face Sheet Case Ust for 

PROVIDER'S Pl.AN OF CORRECTION (X5) 
(eACH CORREC1'1\/i ACnoN SHOULD KE CROSS. COMPLEiTE! 

Rl:FERENCliD TO THI: APPROPRIATE DEFICIENCY) DA'll! 
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an emergency department visit on Auguat 21, 2004, 

n. User Account asearched Patient 13 by the first 
letter or the ftl'8t name end 11\e ta&t name. 
Aooording to the WebVS Audit .tog dated July 1S, 
201s. User Account e accessed a r!Sting or reports 
with links and lab results from· the selected time 
frame af March 6, 2013 to June 19, 2013. 

o. User Account 6 searched Patient 1 O by her last 
name and accessed a listing of reporta and lab 
results with links to two reports associated with tl'le 
outpatient eRcountera on December 22. 201 Oand 
August 23, 2010. User Account 6 aooessed the 
outpatient consult dated August 23, 2010 and a 
follow-up note dated December 22, 2010, Imaging 
report dated August 23, 2010. and Face Stteet 
case Usts for three outpatient encountars. 

Accerdlng to l!rnployee B on July e, 2013 at 12:30 
p.m., User Account 61s aaoess to the etactronlc 
medical records er Patient 2through Paflent 9, 
Patient 10, 11, 12, 1S and 14 took one hour and 
thirteen minutes. 

A review or the fac1Dty Medical Staff Rules and 
Regulations dated ApliJ 22, 20131 stipulated the 
Medical Slaff Is to respect and maintain the 
confldentlallty of all 11 Proteoted Healtl\ Information" 
which lnoludas any electronic or paper-based 
protected health lnfonnation with res~ct ta au 
Medloal Center patients. 

A review of the facllit)t lnformafkm Security 
Handbook revised July 23, 2009, Indicated do not 

PROVIDl!R'S PLAN OF CORRECTION ()(!;) 
(&ACH CORREiCTIVli ACTION 6HOULD BE CROSS. COMPLETS 

REFERENCED TO THeAPPROPRIATE DEFICIBNC'I') O,\TE 

Other Cedars-Sinai Corractlve Actions: 
Under lhe leadership of the Chief of Staff, 7/1912013 
multiple high level discussions have taken 
place to date, including at the Medical 
Executive Committee, Chief Of Staff 
Advisory Committee and Health Information 
Committee. All members of the medical 
staffwere sent a letter reinforcing our 
current policy. An educational campaign 
was initiated using screen savers and Pulse 
articles (Medical Staff newsletter). 
Completed July 19, 2013. 

The ChiefofStaff, Chief Medical Officerand 1/27/2014 
Chief Privacy Officer reviewed and updated 
existing Medical Staff policies related to 
privacy breaches. The new Medical staff -
Privacy & Confidentiality Policy went into 
effect January 27, 2014. 

On July 18, 2013, CedarS-Sinai President Ongoing 
and CEO commissioned, with the 
endorsement of the Presidenrs Executive 
Advisory Committee, a Privacy Breaoh 
Work Group co-chaired by the senior Vice 
President, Enterprise Information Services 
(and CIO) and the Vice President. 

·Corporate Integrity Program (and Chief 
Privacy Officer). The Work Group Is 
responsible for reViewing systems, 
practices, and pollcles for the purpose of 
identifying and implementlng enhancements 
to current protective measures for 
confidential patient records. Ongoing. 

!vent10:490711 1122/2016 8:62!11AM 
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Ghare User ID and/ar panword to ensure the 
protection or facility information from unauthollzecl 
acce&S, dladosure or destruction. 

A review of the facillty pollcy and .procedure on. .......

Confldentlalfty of Patient, Business and Empleyee 
lnfonnatlon dated August 25. 2011, dlaclosed 
proper authorization is deflned aa written patient or 
patient representative authmizaticn. Use or 
disclosure of confldentlal business Information haa 
a 11need 10 knC\V" or "need lo dlsclosd' the 
Information to complete their Job duties. No 
confidential Information mai be used or disclosed 
without having the proper authorization to do so, 
Unaulhorired aocess to confidential Information Is a 

- v1orat1on of this policy, The· facillly personnel are· .... 

responsible far etectronfc conffdentra1 Information 
accessed wHh their paBGWOn:I, 

Based an the findings. the facility fat~ to prevent 
unauthariZed access of rned"ical lnforrnatien of 14 
patients without authorfzatlons, rn Violation of 
Healfh and Safety Coda Section 1280.15(a). 

 

. 
PROVIDER'S PLAN OF COffRl:CTION (XS) 

(15AC!ol COARE!CTIV! ~noN SHOULD EIE CAOSS. COMPL&TI: 
RBFliRENCED TO THli APPROPRIAT& D!PIGl!NC't) l:IATI 

he Cedars-Sinai Corporate Integrity Ongoing 
Program requires employees and faculty 
o complete annual comp6ance training 
hat includes priVacy and security topics 
uch as appropriate access to medical 

nformation and password sharing, 
ngoing. 

MonitOring Process: 
C~ars-Slnai Chief Privacy Officer, along Ongoing 

ith the Oeda,.sinal Medlcal Center 
Health Information Director, oversees the 
ongoing monitoring of access within 
Cedars-Sinai's electronic medical records 
systems, including review of break·the
glass events. Ongoing. 

Cedars-Sinai Chief Privacy Officer reports Ongoing 
at least biannually to the Corporate 
Integrity Committee on the control&, 
processes, and/or resources In plaee to 
monitor and mitigate the risks associated 
With priVacy breaches. A summary of 
privacy investigations as well as breaches 
reported under appllcable laws and 
regulations is submitted to the committee. 
Ongoing. 

Cedars-Sinai Corporate Integrity Manager Onaoing 
reports at least annually to the Integrity 
Competencies and Training 

ubcommittee on Corporate Integrity 
Program required training effo,ta and 
completion. Ongoing, 

Person Responsible: 
Chief Privacy Officer 
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The following reftecfa the findings of the Department· 
of Public Heallh during a oomplaint/breach event. 
vlelt 

Complaint ln1ake Number: 
. CAQ03603"3 •.Substantiated 

Representing the Department of Public Health: 
Surveyor ID# 19582; HFE I 

. 

The Inspection waa limited tQ the apeciPc faon,ty 

· event inveattgated and does not represent the 
flntllngs of a fUll lnspectlQn of the facility. 

Health and Safety Oode Section 1280.1S(a) A 
cllnlo. health facflity, home health agency, or 
hospice Ucensed- pursuant to Section 1204. 1260, 
1725, or 1746 shall prevent unlawful or 
unauthorized access to, and use or disclctSure of, 
paflenta' medtcal infonnatlon, as · defined In 
subdiv"ISion (9) of Section 56.05 of the CIVIi Code 
and consistent with Section 130203. lba 
~en1, after Investigation, may assess an 
administrative penalty for a vlolatlon of 1h18 section 
of up to twenty•ffve thousafld dallars .(525,000) per 
patient whose medlcaJ lnfoimalion was unlawfully 
or without authorlza1fon scceeaed, uaed, or 
dlsdoeeCI. ·ancr up to· seventeen thousand five 
hundred dollera ($17,500) per subeequent 
occurrence - cf untawruJ or unautharlzad aocess. 
use. or disclosure of that patients' medleal 
Information. 

1280.1S(a) Health 6 Safety Code 1280 

(a) A dinic, ·heakh facility, home heatih aganciy, or 

. .. ...UMARYSTAT!MErNT OP D&FICIENCEB • iD PROVIDER'S .Pt.ANOF CORRSQ110N . 0(6) 
(l:ACtf COIVISCTIVE ACTION GHOULD 8& CROSS COMPLETE 

REPSR!NCED TO THa APPROPRIATE DeFIOlaNCY) DAT& 

Cedars-Sinai Medlcal Center Is submitting 
this plan ofcorrection as req1:1lred by state 
and federal law. In submitting this plan of 
correction, cedars-Sinai Medical Center Is 
not admitting to the aCCf.!raoY or validity of 
any ofthe aDegations in the statement of . 
deficiencies. Cedars-Sinai Medical Center 
reaeives the right to dispute any allegations 
made by the California Department of 
Public Health• 

The incident was rev'iewed and a corrective 
action plan was established, 
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