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Initial Comments

The following reflects the findings of the California
Department of Public Health daring an.
Investigation of an enfity feparted Incident
conducted on. 3/14/16,

- For-Entity Reported Incident CA00461371

i regardmg State Monitering, Breach to

person/entity outslde faclllty/he system, a state
deficlency was identified (see California Health
and Safety Code, Section 1280.15(x)).

Inspection was limited to the specific entity
regorted incident investigated and does not
represent the firdings of a full inspection of the

| hospital,

Health; 33583, Health Facilities Evaluator Nurse.

Thé hospltal detected the Breach of Protected

| 'Health Information (PHI) of two patients on

10/2/2016, The hospital reponted the Breach of

| PHLto the Departmerit on 10/9/15. The hospital

notified the two affected patients of the Breach of
“PHI on10/9/2015. ‘

Inforfned Medleal Breach

Health and Safety Code Section 1280.15(b)(2)
Subject to subdivision {c), & clinic, health facility,

| home health agency, or hospice shall also: report
any unlawful or unauthorized access to, or useor .

disclosura of, ‘a patient's medical information to
the affectad patient of the patlent’s representative
at the last known address, or by an alternative.
means or at an alternative lacation as specified
by the patient.or the patient's representative in
writing pursuant to Section 164.522(b) of Title 45
of the Code of Federal Regulations no Iaterthan

Representing the California Depariment of Publle |
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15 buginess days after the unlawful or
unauthorized access, use, or disclosure has been
detected by the clinic, health facility, home health
- agency, or hospice. Notice may be provided by
email only if the patient has previously agreed In
writing to electronic notice by email.
| The CDPH vetified that the facility informed the The physician and his family member were sent
affected patient(s) of the patient's {a letter notifying them of the incident and El
representative(s) of the unlawful or unauthorized ; ga{nguo gegggtgl s subsequent actions on
| access, usse or disclosure of the patient’s medical clober 4, <U13..
information,
A 170 1280.15(a) Health & Safsty Code 1280 A 170
9 ittty v e sy | o Nevmer 21 8 o
il '%“»?252‘%51“?2323%323523’.‘33 % 10 oz acooss b paten el ecrcs
p 6 of It was during one of these audits that we
unauthcinmd access to, and use or discfa§ure of, discovered this employee had accessed patient
patients' medical information, as defined in medical records without any business reason to
Section 56.05 of the Civil Code and consistent to so. The patient records were of a physician
- With Sectlon 1280.18. For purposes of this and a family member of that physician. 10/7/2015
| section, intemal paper recards, electronic mail, or
facsimile transmissions inadvertently. misdirected Our Investigation began Qctober 2, 2015 and

within the same facility or health care system

| within the course of coordinating carg or
delivering services shall not conatitute
unauthorized access to, or use or disclosure of, a
1 patient's medical information. The department,

- after investigation, may assess an administrafive
penalty for a viclation of this section of up fo
twenty-five thousand dollars ($25,000) per patient
whose medical information was unlawfully or
without authorization -accessed, used, or
disclosed, and upto seventeen thousand five
hundred dollars ($17,500) per subsequent
oceurrence of unlawful or unauthorized access,
use, ordisclosure of that patient's medical

as concluded on October 7, 2015 On
October 7, 2015 the employee was interviewed.
At that interview, the employee was terminated |
for cause.

On November 7, 2015 El Camino adopled a
new elecirohic health record, Epic. This
soflware Is programimed to monitor all
employees accessing patient medical records.
IThe software then alerts if a confidential record
is accessed or if a person enters the record who|
should not be assigned to enter the record.
Additionally, the user will get a pop up warning
that they are not entiffed to enter the record.
Weekly repoits of these instarices are
monitored by the hospital Compliance
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information. For purposes of the investigation, the November 7, 2015.

department shall congider the clinic’s, health
facility's. agency's, or hospice's history of
compliance with this section and other related

In addlfion, duting the month of November 2015,
as a part of “Epic Go Live” staff iraining and
physician training, additional reminders

state and federal statutes and regulations, the

regarding our privacy policy was provided to all
extent to which the facliity detected violations and slactronic health record users.
took preventative action to immediately correct
and prevent past viplations from recurring, and ) T . .

. " ; Finally, the physician and his family member

factors outside its control that restrictad the were sent a lefter notifying them of the incident
facility's ability to comply with this section. The and El Camino Hospital's subsequent actions.

department shall have ful discretion to consider
all factors when determining whether to
investigate and the amount of an administrative
penalty, if any, pursuant to this saction,

This Statute is not met as evidenced by;

Based on interview and rscord revisw, the
hospltal fallod to prevent the unauthor;zed
disciosure of protected heslith information (PHI)
for two patients (Patients 1 and 2), when the-
electronic medical records of Patients 1 and 2
were willfully accesséd without authorization and
viewed by a hospital employee. This fallurg
resulted in the disclosure of Pallents 1 and 2'¢
PHI to an unauthorized ndividual,

Flndings:

The California Department of Public Health
received a faxed report an 10/9/15, which
Indicated or 10/2/15, during an audit of
appropriate staff access to medical records, the:
health information management dapartment

| (HIMS, health information management system)

L;censing and Cedlification Divisian .
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detected hospitat employee A (HE A) had
accessed electronic. medical records of Paflent 1
and Palient 2 without authorization,

During an interview on 3/14/16 at 11:156 a.m. with
the director of corporate compliance. (DOGC), she
stated upon notification by HIMS of their audit,
which Indicated HE A had appeared o access
medical records for nor-business purposes, she
did a more extensive audit and determined two
cases had rio business purposes. She stated
she interviewed HE A, Who gaid she looked at the

medical records of Patient 1 and Patient 2 out of
curiosity.

During record reviewon 3/14/16 at 11:45 am.
with the DOCC of the10/2/15 audit,-the DOCC
confirmed on 7/22/15, HE Aviewsd Patlent 1 and
{ 2's medical histories (8.g. allergles and ,
“disgnoses), emargency department records, and
| diagnostic reports:

Review of the hospital's 1/2018 policy "Corporate
Compliance: Confldentiality” indicated "Hospital

| Staff Requiremants... All persons covered by this
policy:Are prohibited from-discussing, viewing,
rejeasing or disclosing protected health
Information, employea hiformation, proprietary
information, financlal information, and other
sensitive information in any form, except when
required in the performance of their job dutiss.”

Licenzing and Gerlificalon Division
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