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AOOCI Initial Comments A000 

The followilg reliects the finding:; at the California 
Department of Public Health ~ting the 
investigation of an entity t~ed Incident 
conducted oo 12/18/13. 

Fer Entity Reported Incident CA00374797 
regarding State Monitoring, Intentional Breach by 
a Health car& Worker, a State deficiency was 
identified (see catfornia Health and Safety Code, 
Section 1290.16(a)}. 
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Aepresermg the California Oepanment of Pubic 
Health was 25721 1 Health Facilities Evaluator 
Nur1le. 

lnapection was limited to the entity reported 
incident invesllgated and does not repreBent tne 
findings of a full inspection of tile hospital. 

The faol*Ydelected the breooh on 10/23/13. The 
facility notified the patient of th& breach on 
10/24/13. The facility notlfl@d the Department of 
the breach on 10/25/13. 

A001 lnfonnedAdwrae Event Notification 

Health and Safety Code Section 1219.1 (c), 
•The facility 8hal intonn the patient orUle party 
responsible for Ule patient Of the ed~ event 
by the time the report ~made.• 

The COPH v\lrified that the faci41ty informed the 
patient or thd party responsible for the patient of 

1ttte adverse event by the time ~ report was
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A 017 Continued From page 1 A017 

A01 1280.15(a) Healh &SafetyCode 1280 A017 

{e) A di'tlc, health fllCility, home healtrt agencv. or 

hooploe licensed Pl.11'8U8nl to Section 1204, 
 12I0.16(b)(2) He;aHh & Safety
1250, 1725, or 1745 shall prevent unlawful Of Code12BO
unauthorized access to, and use or dlsdoStJre of, 

patients' medical lnfonnatioo, as defined in 
 Immediate Action: 
subdivision (g) at Section 56.05 o1 the Civl Code The emplOyee was lrnrnediately
and consistent with Section 130203. The suspended oo 121612012 pending
depenment. after fnvesdgation, may assess ar1 invfltigiltion 91ld then termlmrted
administrative penalty for a violation of tlil$ fQlbwll'lg the resuls of the
sedion of up to twenty.ftve thousand dolar8 investigation lf\lervlew on 1211112012 12111/12
($25,000} per patient whose medical information 
was unlawfully°" wilhout aulhorizalion accessed, 
used, or di&clo&ed. and up to seventeen · Syst...-.lc Actions:1housand five hundred dollars ($17,600) per S&eff is required to oomP'ete HIPMsub&9QU8f1t occurrence of unl&wful or privacy and sec-.dy train;ng on hireuoauthotlzed acce&t, use, or disclosure of ttist 

and annually thereafter. This training patients' me<lcal information. For purposes of the 
include$ a review of Kaiser Iinvestigetion, the depAnment shall consider the 
Pefmanente's Principles ofcilnic's.. health facility's. agency's, or hosptce•s IResponsibility and HIPM policiestilstoty of compliance with this section and ottter 
regatding privacy ood cottfldentfl!lllty. 

rel~ state and federal staMes and regulations. Additionally, staff in th& Buelness Ltartdate:
lhe extent to which 'he facVly detected vlol8lioll$ Office Management received training [Jan 2013and tad< preventative action to Immediately _ with emphasis on "busSieS1:i need only ·End d1te:
(Xllfect and pteyent past violations from recumng. ne 2013access·. Kaisu Pennan!f'll's Code o1and factors OIJttlid& its control that reetrlaed the 

Conduct. and HIPAA policies andfacility's ability to comply with ltlis section. The 
procedures.department sllaC1 haY9 tuft dlscretfon to consider 

all factors when determining INt amount of en 
administrative penalty pursuant to this section. 

RC!Spon1lble Partita: 
Assistant Director Cans NCAL 
Reveooe Cycf& 

This &a1ute is not metas wide~ by. 

Based on il'l*"'iew and raoord review, the 

ho:ipMal faiett to prev&m unauthOrized access Of 

one patient's;medical lrrformatton. A billing 

technician (ltT) accessed Patterit 1's medical 
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A017 Conti~ From page 2 

lf"lfOfmBUOn wllnout aWOf1<-re&ated need to de so. 
The ln1onnat!On lnciuded time and date of birth, 
sex, laboratorytesb; and diagnosis. Findings; 

The Department received a Mllf report dated 
10~5113 via facslmle Indicating the hospital 
detected a potential even1 of unautlloflzed 
disclosure of a plltient's medical ic'dormation. 

The Privacy Officer {PO) WM intervfewed on 
1211&'13at1();46 a.m. She stmed a family 
member (FM) e><pressed concern her nei.wom 
~medical record had been accessed by an 
unauthorized person. The PO utated the hospital 
ooodu~ed an audit of the electronic medical 
record and discovered Patient 1 's record had 
been a00688ed bythe BT with "°work·related 
reason to aooess tne record. The PO $telted the 
audit Indicated tl\e reooro was accessed by the 
BT on 10flJ12 Bild 10/3/12. The PO lfldleated the 
inlormetioo iflclLJded time and date of birth, sex, 
labora1ory tests, and dlagnosls. 

On 12/19/14 tevtew ol sampla medical reoofd!	audit doeuments Indicated age, sex, diagnosis 
and laboratotrteatB were accessible on Patient 
1's electronic medlcal record. 

During an Interview on 1"23/14 at 11 ~20 am., the 
BTstated she aeceased Patient 1's record more 
than once in 2012 while employed by the hoepitat. 
The BT stated she had no business reason to do 
so. She etated she accessed the record for 
pel'$0RCll rMAons. 
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Monitoring: 
Attendance by the Claims NCAl 
Revenue Cyde staff at monthly 
meetings (January, February, March, 
April, Mey. Md June 2013) was 
monltoMd by the Senior Compliance 
Consulttlnt or designee. Meetings 
emphaaiZed "business need only 
acoest1•, l<aiser Permc1nent's Code of 
Conduct. and HIPAA policies and 
procedures. 
Resuls wett: re$)orted to the 
Comptlance Committee. 

Rffpon&lble P•rdes: 
MsiStant Director Claims NCAL 

Revenue Cycle 


Ovenight{s): 

Conipltanoe and Pfivacy Offlcer 


Start date: 
Jan 2013 
End date: 
~une 2013 
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