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For Entity Reported Incident CA00374797
regarding State Monitoring, intentional Breach by
a Health Care Worker, a State deficiency was
identified (see Cadifornia Health and Safety Code,
Section 1280.16(a)).

Representing the Califomia Department of Public
Health was 25721, Health Facllities Evaluator
Nurse,

inapection was limited to the entity reported
incident investigated and does not reprasent the
findings of a full inspection of the hospital,

The faclity detected the breach on 10/23/13. The
facility notified the patient of the breach on
10/24/13. The fagility notified the Department of
the breach on 10/25/13,

A 00| Informed Adverse Event Notification A001

Health and Safety Cade Section 12791 (¢).
*The facility shall inform the patient or the party
responsible for the patient of the adverse svent
by the time the repon is made.”

The CDPH vaxrified that the facility informed the
patient or the party responsible for the patient of
the adverse avent by the time the report was
made,
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A 000 indtial Comments A 000
The following reflacts the findings of the California
Department of Public Health during the
investigation of an enlity reported incident
conducted on 12/18/13.
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A017] 1280.15(a) Heakth & Safety Code 1280 AO17
{8) A clinic, heatth facility, home health agency, or
hospioce licensed pursuani to Saction 1204,
1250, 1725, or 1745 ghall prevent unlawful or mf{baﬁz’ R
unauthorized access 10, and use or disclosure of,
patients' madical Information, as defined in immediats Action:
subdivision (g) of Section 56.05 of the Civil Code Tha employee was immediataly
and consistent with Section 130203. The suspended on 12/6/2012 pending
department, after investigation, may assess an investigation and then terminated
agmnmof tive penalty fg;:;ialalbn of this folowing the resuts of the
8 up to twenty- ousand dollars stigat
($25,000) per patient whose medical information ISR RIS e
was unlawfully or without authorization accessod,
used, or disclosed, and up fo saventeen stemic Actions:
mwﬁw hundred doltars ($17,600) per g?uma required to complete HIPAA
3‘@%%@ g\l::’l;;gm of that XNy S630 e iy Mg Ol Bice
. , US8, and annually thereafter. This training
ipmienm mod::lmnnnamn.For purposes of the includes a review of Kaiser
nvestigation, the department shall cmslderrm Pesmanente's Principles of I
clinic’s, health faciity's, agency's, or hospice's Respansibility and HIPAA policies
history of compliance with this section and other regarding privacy and confidentiality. L
related stats and federal stahutes and regulations, Additionally, staff in the Business tart date:
the extent to which the facility detected vialations Offics Managernent received training Jan 2013
and fook preventative action to immediately with emphasie on “business need only  : End date:
¢ Syt it mﬁﬁmmmﬁ?’ the access’, Kaiser Pormanents Code of  une 2013
facilty's ability o comply with this saction. The Sranitc, B FIPAA; poscans and
department shafl have full discretion to consider PrOGEOUNS:
all factors when determining the amount of an
administrative panalty pursuant to this section. Responaible Parties:
Assistant Director Claims NCAL
Revenue Cycle
This Staiute is not met as evidenced by:
Based on interview and record review, the
hospital failet! to prevent unauthorized access of
one patient's medical information, A billing
technician (HT) accessed Patiert 1's medical
Ucensing and Cenification DMsion
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Attendance by the Claims @
it *'hw:‘a work-felated need to do so. Revenue Cycle staff at monthly Jan 2013
ormation included time and da’;l‘a of birth, meetings (January, February, March,  |End date:
sex, laboratory tests and diagnosis. Findings: April, May, and June 2013) was une 2013
The Department received a seif report dated E‘mwm"&mg' Meetings
10/25/13 via facsimie indicating the hospital emphasized “business need only
disclosure of a patient's medical information. Conduct, and HIPAA policies and
procedures.
The Privacy Officer (PQ) was interviewed on
12/18/13 at 10:45 a.m, She stated a family el e ™
membet (FM) enpmse:d concern het newbom ;
baby's medical record had been accessed by an
: Responsible Partles:
s s, S S e Assistant Director Claims NCAL
ucted an audit of the slectronic medical Rovanue Cydle
racord and discovered Patient 1's record had il
been accessed by the BT with no work-related Oversight(s):
reason o acoess the record, The PO stated the Compliance and Privacy Officer
audit indicated the record was aocessed by the
BT on 10/2/12 and 10/3/12. The PO indicated the
information included tinve and date of birth, sex,
laboratory tests, and diagnosis.
On 12/18/14 teview of sample meadical record
audit documents indicated age, sex, dlagnasis
and laboratory teats were accessible on Patient
1's electronic medical record.
During an interview on 1/23/14 at 11:20 a.m., the
BT stated she acceased Patient 1's record mora
than once in 2012 while employed by the hogpital.
The BT stated she had no business reason to do
0. She stated she accessed the record for
parsonal reasons.
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