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CALPORNIA HEALTH AND HUMAN SERVICES AGENCY
DEPARTMENT OF PUBLIC HEALTH \
STATEMENT OF DEFICENCIES (K1) PROVIDERISUPPUERICLA PX2) MULTIPLE CONSTRUCTION (XX) DATE SURVEY
ANO PLAN DF CORRECTION IDENTIFICATION ) COMPLETED
. A BULDNG
050454 8 WNG : 03182010
NAME OF PROVIDER OR SUFPLIER STREET ADURESR, CTY. STATE, Z¥P COOE
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[ RMMARY STATEMENT OF CEFIGEICES o PROVDERTS ALAN OF CORREETION [r -]
:&u (EACH DEFEIDC ¥ WASST OF PRECEEDED BY AAL PREFX (EACH CORRECTIVE ACTION SHOWLD BE CROSS- COMPLEYE
TAG REGUATORY OR LSC IREWTIFYOG oFORMATION) ™G CEFERSGED Y0 THE APPROFRIATE OECENCY) DATE
The following refiects the findings of the The statements made on this
Department of Public Health duting a Plan of Correction are not
complatdreach event visit: an admission and do not
constitute agreement with
Compisint intake Number. the alleged deficiencies
CA00220643 - Substantiaied herein.
. This Plan of Correction
i Department of Public Healt:
W?FEN constitutes UCSF Medical
Center’s written credible
The inspaction was fndied to the specific facility ’ allegation of compliance
event nvestigated and does not represent the for the deficiencies noted.
findings of & full inspection of the faciity. -

Health and Salety Code Section 1280.15(a) A Corrective Action:

cnic, health facifity, home healh 3gency, o

: 5 Y 1o Secton 1204 This was a UCSF School of

1250, 1725. or 1745chal prevert umtawful or Medicine (SOM) privacy
unguthorized access 1o, and use or diclasure breach, and UCSF Medical
of, pstiens’ medicel mfcrmation, as defined in Center took immediate
subdivision (g) of Secfion 56.050f the CiR action to terminate the
Code and consistert with Secion 130203, The trainee’s access to

m&mrimm.mymm

: o a of this Medical Center clinical

section of up to twemly-6ve tousand dollers systems as soon as it was
($25,000) per patient whose medical notified by the Office of
information was unlawfully or without Graduate Medical Education
authorization acoessed, used, or disclosed, (OGME) on August 12, 2009.

ant up to soventeen thousand five hundred
doftars  ($17.500) per subseqent ocaTence
of wlawhd or wavthonzed access, use, oF
dadiosure of that patients’ medical information.

This RULE is not met as evidenced by.

Basad on interview and record review, the
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CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY
DEPARTMENT OF PUBLIC HEALTH
STATEMENT OF DEFICIENCIES (X1) PROVIDER/SUPPUERICUIA* [X2) MULTIPLE CONSTRUCYTION (X3} DATE SURVEY
ANO PLAX OF CORRECTION IDENTIFICATION NUMBER: COMPLETED
A BULDING
v 050454 8 WG 0346/2010
NAME OF PROVIDER OR SUPPUER STREET ADDRESS, CfTY, STATE, 2P CODE v A
UCSF MEDICAL CENTER PARNASSUS AVENUE, SAN FRANQISCO, CA 84143 SAN FRANQISCO COUNTY
xqo - SUMMARY STATEMENT OF DERCENCES (] AROVIDER'S PLAN GF CORREETION on
PREFX (EACH DEFICENCY MSST BE PRECEEDED BY FULL PRERX (EACH CORRECTIVE ACTION SHOULD BE CROSS- COMPLETE
™" REGUAATORY DR LEC OENTIFYING WFORMATION TAG REFERGLED TO THE APPROFIIATE DEFCENCY) DATE
“‘ew“gdm ﬂ:::l’ms of the the OGME of the UCSF School
Department of Public H during a c s .
complain event visit: of Medicine fsor:n is the
. ' epartment within the SOM
Complaint intake Number: that oversees the residency
CA0QZ20643 - Substantiated programs and Housestaff whom
the { Publ ) are enrolled in them. Each
Rep HFENI ° ¢ ) dprogram has a Director and a
. Coordinator. Communication
The inspection was imited to the specific facility. between UCSF Medical Center
eveﬂhvesﬁgabdanddaesm:apmthe and members of the
findings of a full inspectian of the facility. Housestaff occurs via the
Health and Safety Code Section 1280.15(a) A residency program
clinic, health faciity, home health agency, or Coordinators and/or
hospice licensed pursvant fo  Section 1204, Directors.
1250, 1725, or 1745shsB prevert uniawful or . .
harized o, and use or dt Eollow::ng this breach, the 1/24/11
of, patients' medical iformation, 8s defined In mechanism whereby UCSF
subdvision (g) of Secton 56.050f the CM Medical Center is notified
Code and comsistent with . Secton 130203, The by the OGME that a member of
department, efter investigaion, may assess an the Housestaff has been
administrative penally for a voolation of this terminated, left the program
secion of up to twenlyfive thousand doRars or placed on investigatory
($25.000) per patient whose medical leave was revised from a
information was unlawfully or without manual orne to an automated
auvthorization actessed, used, or disdosed, s
. ystem.
and up fto seventeen thouwsand five hundred ‘\
dolars ($17,500) per subsequemt occurmence CwD,pH
_|of unlawfd or unauthorized access, use, or J .
disdasure of that patients’ medica! information. M?gm"
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This RULE is not mel a5 evidenced by: ) C’//TV
Based on interview and record review, the -
Event (D:O5WT14 » 12232010  11:36:07AM
LABORATORY DIRECTOR'S OR PROVIDER/SUPPUER REPRESENTATIVE'S SIGNATURE TIMLE (0%5) DATE

Any dofiGorzy satarestt ending with an astersk (%) danotes a defickmcy which the instusian sy be exxased from carrecting providing R Is cetorerinad
vt other safeqnards provde safficiant grotection fo the pafients. Excayt for maning hames, the fndinga above ere dsciosahie 90 days fallowing the dato
of saavey whether or not a plan of aaTecfion is provided. For aaTsing hames, the sbove frxiings & plans of coTection arc disclossbie 14 days ifowing
the date these doasents are mads avakable (0 the factly. ¥ deficiancirs are clkxd, an approvad plan of camectian is requisiln 10 codinued program

gaicipeéan.
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CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY
DEPARTMENT OF PUBLIC HEALTH
STATEMENT OF DEFICIENCES 1) PROVIDER/SUPPLIERICUA 0) MULTIPLE CONSTRUCTION (XS) DATE SURVEY
AND PLAN OF CORRECTION DENTFICATION NUMBER: COMPLETED
. A BLALDING e
050454 8. WING 03M16/2010
NAME OF PROVIDER OR SLFPUER STREET ADORESS, CTTY, STATE, ZP CODE
UCSF UEDICAL CENTER PARNASSUS AVENUE, SAN FRANCTSCO, CA 94143 SAN FRANCISCO COUNTY
04) 0 SUMMARY S TA TEMENT OF DEFICENCIES [ ) PROVIGER'S PLAN OF CORRECTION xs)
PREFIX (EACH OEFCIENCY MUST BE PRECEEDED BY FULL PREFIX (EACH CORRECTIVE ACTION SHOUWLD 8E CROSS- COMPLETE
TAG REGULATORY OR LSC IDENTIFYING 0GFORMATION) TAG REFERENGED TO THE APPROPRIATE DETENCY) DATE
Continued From page 1 In addition, the Housestaff 1/24/11
hospital failed to protect its patients’ Information Booklet has been
confidential medical information from revised and distributed to
unauthorized access when they dd not cance! all Housestaff, program
the computer access Of a Suspended employee Coordinators and Directors to
of the School of Medicne who had previously state that residency and
been granted computer access o the hospita) clinical fellowship training
patients’ clinical records. program Directors must notify
OGME immediately when a
Findings: trainee is dismissed or put
Owing a interview on 3M6/10al 1C00AM, the on investigatory leave to
Mospitals L & C (Umnswe and Centibuation) ensure all access to
Coordinator stated on 121109the  hospital confidential informationm is
received information that a Feflow in the Schoo! terminated or suspended as
of Medicine acressed the patient records of 51 appropriate.
patents afler he had been suspended Gom With respect to the
thelr care. Ehe .staled_ M on srzamsme. automated process, the OGME
m bh:d ﬁ:'en Gfagd?::e 'a'n' rntan" O:Gem(n;; maintains all resident and
The L & c Coordinator said  was normal clinical fellow appointment
M for the GMO to notify the m ) and demographic information
delete a doctors computer access when they in a database. This database
were going to be lenminated. She 'stated that interfaces with the
because this “intent (o temminate” was a new Individual Identity Database
situation the GMO did not notify the hospital (IID) system on a real time
basis for trainees who have
The L & C Coordinator stated that after the separated or terminated. IID
Fellow received 'hb_ notice he accessed automatically sends a file
;::)gz‘mo;wdo;un:;;ahon Ifrom o $9ngh to UCSF Medical Center to
note  documerdtati and  comparison ¢ gili automatically terminate
of other Residert physicans' progress noe access to clinical
documentstion in order to develop an information systems for
rebuttalagpeal for his termington from the separated or terminated
Negphralogy Fellowship Program. trainees.
Evert ID05WT11 127232010 1136:07AM
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TITLE

(X6) DATE

Any aeficierey statement endiing with an asterist (*) donates 9 deficlancy which the irsSuion may be excussd from ayTeding providing K is determirand
that other sufsards provide suficient grotctan © the patents. Bxxapt for nursty hames, the findings sbove are diacksable 50 duys fallowing he date
of sasvey whether or nol 8 plan of cxrection is provided. For mssing homes, the above fixdings and pians of axrecton ere disckmable 14 duys falowing
the date these doCignerts are maxde availahis (0 the taclly. § deficiergins ere Gitod, an epproved pian of caveciion s regquisie fo confircisd program
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| STATEMENT OF DEICIENCES (X1) PROVIDER/SUPPUERICUA 02} MULTIPLE CONSTRUCTION (<Y DATE SURVEY
AND PLAN OF CORRECTION ENTWICATION NUMBER COMPLETED
A BULDING
050454 B.WING 03/ 672010
NANE OF PROVIDER OR SUPPLIER | STREET ADDRESS, CITY, STATE, ZP CODE
UGSF MEDICAL CENTER PARNASSUS AVENUE, SAN FRANCISCO, CA 84943 SAN FRANCISCO COUNTY
- 00 SUMMARY STATEMENT OF OEFCENGES D PROVIDER'S PLAN OF CORRECTION - o5
PREFX (EACH DEFICIBNCY MUSST BE PRECEFTED BY FULL PREFIX (EACH CORRECTIVE ACTION SHOW.D BE CROSS- COMPLETE
TAG REGULATURY OR LSC IDENTIFYING WFORMATION) TAG REFERENGED TO THE APPROPRIATE DEFCIENTY) DATE
Cortinued From page 2 For other UCSF campus and
_ UCSF Medical Center
The L & C ml’ staled that When h employees and the UCSF
Fellow presented his Oefense against his Medical Staff, the same
termination to the leadeship - phy ns of the automated process is used-
Nephrology Fellowship  Program, they . hich tl’; I1D
recognized that the information being in which the )
mm was obtained after the Feliow's automatlcally sends a file
clinical privileges had been suspanded.  They to UCSF Medical Center to
identified this as a breach of medical automatically terminate
information  and notfied the hospital that the (or suspend if the provider
Fellow had been using unauthorized access to is in a Fair Hearing
the hospite’s medical recoids to compile a Process) access to clinical
- | defense aganst his termination. information systems for
A datod 10 . ) separated or terminated
'w WI 2‘2& ol was . n .
the Caifomia Department of Public Hasth on employees
2/26/10. " This letter indicated the breached
medical informaton was pat of the chinical
records for the hospitals patients which were Monitoring: A sampling of 1/24/11
axessed by the unautharized Feflow. individuals with access to
electronic confidential
ml o o :.’ " M;'\e , information (such as UCare)
coupled with the unautharized use of and' will be reviewed monthly for
access lo said records constittes a violaton of three months to ensure that
Healh and Safety Code Secton 1280.15 access has been granted
privacy breach and may be subject o appropriately.
Administrative Penally
Responsible Party: Director
of Office of Graduate Medical
Education
Event D:.OSWT 11 12232010 113607AM
(ABORATORY DIRECTOR'S OR PROVIDERSUPPUER REPRESENTATIVE'S SIGNATURE ’ TME 0%) DATE
Any deficercy stiament ending with en asterisk (*) denote=s a deficiancy which the Futston may be &xiand om crrecing providg it is datrexined
that other sfoguards provide mgicient prokecfion © the pstiands, Excnpt lor mussing hames, e findings above are disticxable 90 duys faliowing the dwin
of azvey whether ar not 8 plan of cxredtion is rovidad. For mursing hames, the above Gndings and plans of camaciion are disciogatile 14 days tdibwing
the date these cosTerds are made a\alable 10 the facidy. If deficiencies sre chwd, an epproved plan of cxvection is raquisls 1 Cxfmex) (Fogren
clont .
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