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E000 ! Initial Comments 

. Toe fellowing reflects the finding, 0f the 
Oepartment of Public Health during aComfialnt 
visit 

' 
i C0mplajnt Intake Number: 
j CA00186184-8ubsalntiated 

i Toe~was limited to the specif!fi · 
J complaint Investigated and does not represent 
: the findings ofa full bispectlon of the faallty. 
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: In bolhipanah and etglllll In app,apriale ; 
: p!ICll wlthintnenoapllalsothattt.dt tights may ! 

; oe Nld bV patilntl. lbia listnu lnclude but not · 
l ba limited ID tl'la patientl' rights to: 
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Oddeullaf trlltmtnt fl au communicatioftl 
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'. -~~totllcna,dtheatayin: 
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WU~ regardll'V I lnach In tne 
tlletlonic ~ r=rdl for Pltientl 1. 2, 3 
and4. 
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A""'8wof1hefaclllty lmperm.ible Medical 
RiCOl'Cikalsldatsd AprU24, 2009. dllCloead 
nine lJ1'1fleffl'lissibla accessions by ei;l1t . 

employees: EmplQvae A. B, C, D, Eand F 


: inapproprfa1e1Y accessed ~tient 1's ~n~ 
record. Empb/ee Clnlpp~ access~ ·. 

: Patient 1's and Patient 2's e!ectnmie mtellcll ! 
. reccrda. Em~Ginappropriately accessed i 
• Patient 3's tlletrcnlc record, Employee H 
lnappropria1ely aceeued ~ent4's etedronle 
recoro. 
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PRCVlaER'l,IMOI- C0AR&CTICN 
{SliCHCOMEClMACTION SHOULD BE coL
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Policies and procedures Ielated to 
HlPAA and~ beakhcan= 

i iafomJmion were in6:t at the lime ! 
of impemJis.,11,1e ~ and are also 

; 
postal on the iDmlnet site. MCJit ; 

: 
I notably. Policy #1580.00: i 

"HIPAA: Sanmions by Kaiser i 
i 

i ~ApimtWoikforte ' 
I; ~who Fail to Comply" has I 

! been in elfccl siJlc:e 2003. The policy · 
I defines ~discl~.. and '"Plotected : 

Health Infotmatimit and states that ! 

.KaiserPetmaaente(KP)will impoae :' ' sat1Ctk,u apilJSt emp1oyera. 
,:......._ 


' >~ :_ p~and other~ 
 .. 	 .. .. . . members who fail to comply \¥ith I 

KP policies and~ the 
I 

i
n:quiremeats ofthe BIPAA Privacy or l 
~Rules, Of other applicable :' 

Ilaw.I ' I ;! 
! 

! 	
' 
I 

From Dec:embe.- 24, 2003 to i 
' !i 

! March 16, 2009, twelve notices 
: regarding the profeCtion ofpatient 3/1Ml9

.medk:a1 iecords andHIPAA 
:regoJatiom ~ scntfromthe 

i 
I 

hospi1al leadership team to staff 
' and pbygicians. The leadership team 

made rouods lhrongbout the hospital 
' reminding staffto protect parleot ' I 

! confidentiality and to comply with 
! all confidentiality policies. :' 

i 
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On May4, 2009 It 10:06 a.m.• acc:ass 1D 
·-d>lltlltgt;t;~anct4'1r~~ ··.: :· ... · .• ' '

; record,_ OlafVtd by the EvlulQI'. 1ha 
( obllrYltion nwealedthltany lttan;pt!D 

11D01ito'l,..tt11Gm.·Thtnwhlngraeceet 
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1~ma~a~w1 • the warning ICl'III\ th• uurwa 19e1ulred ... tD ; !
.•

; mora speclflc uplanalion, cllct accept. and 
· enter I password. 

: A review ot facility recordl revealed i 
empqa&l,wtlObteachadthemd:ll~of, 

that.~• 
· Pltlentl 1, 2, 3and 4, participated in~ ~ · 
; privacy anri'or compllanaa ir;inlng and $igned 
: "Conffdantlalily Agreemenr or 7rindpiea of 
; Rtspon$ibillly Atle111ticn" UJXlll h!~ and 
1annually, agreeing fD only aoeeee intarmation 
: that they had been "lnwucted or authorized to 
: ~ to do my jon.· 
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Kaiser lacilities mili2e an e1ectrmic 
medical ieoord. sys=i. In QODUa5& to 
apaper medk:a1 r«:Old, all mtries 
(iDcludmg unauthorizr:d ~ODS) 
into m electroDic medical record can 
be tracked. All :i,emc,m who access 
•reoo.rd can be idemified as Mil as 
the parts ofthe record that are 
aooead and time ofaccession. 
In order to 8QlCSS apaticnt'sn:cord, 
samf 81Jd physiciam nmstcaterthcif 
Wiler ideatlficatim uumber and 
password. Actions were takm to 
fanher !eCm'e the paticllls' :tecords. 213/09 On January 27. iostallatiml of. ! 
"Bieak the~. aneohaa.cemem • ~ • -f' .. .,. • "" 

to the electronic medical .:otd 
5eC.10Jity, began. Tho imtallatian. 
was compkted at 6:41 p.m. on I 

! February 3, 2009, afterwhk:h all ! 
uuauthor:ized agczssjons into the 
medical records of I

' !Pa!iema l, l 3ml 4 ceased \ I·,to occur. The "Break the Glass" I

application does not allow 
I 

aooeSI i
' 

into am:ord w.ithoot the user .
enb:J:iugtbo reason for ~OD 

and ie-eatering the password. A 
wammg was displayed on the screen 

to notify 1lSer! that they were entering 
a seemed record. As of 

Febmazy 3, 2009, the hospital leadership '. 
can uritiate "Break the Glass" as a ! 
matter ofCOUfSe for any high 
profile patient's record or upon request 
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e2238' T.21 DIVS CH1 ART7•70751(b) Medical Record : E2236 
A"8iJabillty , 

j 

; Cb} The medical recon:1, inciumng X-ray fflms. IS I 

· tne proparty of the l'ap)III and II manaNd for 
. the beneftt ofIha patient. the medlCal staff and . 
: the 1'109pi18L ThB hoapltal lhaU-'8guard ~. . ; 
i infonnltJcn In the record•• rasa~ · · ··: .· : 
. defacement. ~ng orua IJ/.unauthotlzed 
: persona. 	 ·· ' · 

. . ;, 

'. TI\IS RULE: is not met as 8\lidanced by: 
; Bll8ed Ol'I JUtOd reMeWand inavwi the facAi/ · 
i failed to aafagUard Patient 1, 2. Sand 4's . ;
!medICal reccia against* by unauthOtfzed 1 
: itldMdual8. 

! On May 4, 2009. a ~ self repartad incident 1

; WU 1nwldgaled regarding a.breach In the 
i eJedmnio medical records trPatient,, 1, 2, 3 ! 

and 4. 




1During an lntsr1lew wth Administrative Staff Aon 
[ Mav 4, 2009 at S:25 a.m., she stated that eight 

II> : : (X5)
. COMPtET
; DAi&.

The investigation into impc:mrissible 
 ac:cc:ss began on February 23, 2009. 
 The :paricnts' medical ieconJs were 

 reviewed far tbe tune period of 
Januaey 26 to Apdl 13, 2009. During 
this 1ime, lhete were f 461 accessioDs i into the medical recozds. ! 

 Inwsligations were MOdrJcted with i 
 156 employees from Kaiser i 

Permanente facilities ht Soothmn 
 Califomja regarding their~ 
 imo the medbl records, and the 

majority otemployees were fomid 
to have an appiop::iatc purpose for 
tbeJr accessiom. It was dctennrn= 

 tbat 8employees Watotalof~- .. · · I 

 impenmssible aa:esaiona into the 
 	 patients' records. One employee .

I 

. 
) 4/28/09 

viewed two ofthe patients' reamls. 
The ~ptionteam included 
hospilal leadership. the Risk 
Manager, tbe Compliauce Office.r, 
and the Director ofHmb8D 

Resoutces. As a result of the 
investiption process. the 
impennis.sibte accesmona result.ed 

 in I tmniJJation, 6 resignations 
.in lieu of termination, and 
1disciplinary actimt All peflOBDel 
ac:tions w= completed by 
April 28, 2009. 
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: {9) tmpiO)'!II ICCIISld Pltttnt 11 2, 3 ,nel .t1-'I 
1 eleQtroni; ITlldical records withgut au1horat(qn, 

, A l'e'Jiew of the facility lmpermlsslblt Medical 
: Rac0l'd Acc191 datld April 241 20091 disclosed 
: nine impenllisstlle ac:c:e611ont 1'IJ ligl'Jt 
; employeee: Employee At B, c. o, 1: and F 
: ina~ acceNlcl Pltltnt 111 lltctronic 
i record. Employee CinappgpriateJy ~ 
, Patient 1's and Plrtlent 2's electronlc record;' 
Etnp~ee G itrapptopriafaly aoce•ed Pafient3's 
•Jtctronlc l'ICCl'd. Employee H{tom Slatar 

: Facilit'f 1) inappropriately accessed Patlant4's 
l alectronlc racud. 

: Dllq atelephone inteMCW\ViU\ Administrative '. 
: Staff Aon May 12, 2009 at a: 10 a.m., Iha&tilted 1 

! ~ fecllt'/ lnslded •Break-the-Glass' proteetion I 
Si~~~~~~ ·:. 

. A review of the Medlcat Record NrMi1 R$lrt 
: provided l7i thefacilly, indicated the eight(&)" 
, emp1oyea bzeached the patlen1a1 electronic· 
! mecRcaJ teCOrde from Jew'lumy 25, 2009 tc 
: Februaty 3, 2009. 

; The facility faled ta prevent aQ.6$S to 
; ~ medical record lnfarmation and 
; safeguard Patient 1, 2, an4's eledJOmc 
! medical teCOtd$ agall'ltt use by un~rized 
; Jndlvlcluala. 

; 
: 

: The patiems' records WCl'C monitored 
for :impennisaible ~onsbeyoDd 
Ole dates or their discharges. There 

; has been ongoing nxmitoriog of the 
; patients' medical :recon1s. The audits 
axe~ by the Risk Manager 

and Complia.n(:e Officer. During 
1 April and May, 2009, ataodomly 
i ~ week was reviewed fur any 
! ~leaccessions. To• i
, no impc:nniasible accemons have ' I 

j
. been identiiied. QuarterJy j 

. audits of ! patients' mediQd records 
i wilt OO:ntiuuc through 
1 December, 2009. 

F; 

aTATI1FORM 5!7211 l~a!lan-- hl6 . ..,.. · . 




