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NAME OF' PP(!VI~ O" Sl.l'PLIER Sffl&;l;T AODRl!BS, CITY, SYATE, ZII' COO£

COMMUNl'1Y HOIPITAL OF SAN BERNARDINO 1$015 MEDICAi. CEN'T£R DRIVE. S-,N REANAROINO, CA 92411 SAN BERNARDINO 
OUNT'( 

MUI.llPL! (;CNfflUCTION 
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PREFIX (JC.ACM oeFIClllfole'I' MUST BE l'ffe<:1:'EDED BY FU.I. PREFtlC 

TAG ~GIMTOfft' OR I.SC IOENtlfYING INFOFIMATION) TAC

The following reflects tile findings of ihe Department 
of Public Health during a coml)laint Investigation 
Visit. 

complaint Intake Nurnber: 
CA00179753- Substantiated 

Representing tile Depaitment of Publio Health: 

REGULATION VIOLATION: 
Tille 22 70707 Patienrs Rights 
(a) Hosi;>ltsla and mealcal $laffs shall adopt a 
 written policy on patlen\'1 rights. 

(7) Full consideration of privacy concemlng the 
mecfical care program. case di$Cl.1Sllion, 
c:oneultatkm, e~minaHons and treatment are 
oonfldentlal and sl'loult1 be conductad diac:reetly. 
The patient has lhe right to be adVlsed as to the 
reason for the presence cf any indMdual. 
(8) Col'lfidential treatment of all communications 
and records pertaining to the csre and the stay in 
!he hospital. Written pemiissioo shall b8 obtained 
before the medical records can be made available 
to anyone not diredty concerned Witfl the care. 

Based on inteNiew and record review the facility 
failed (0 protect the privacy and confldentiallty of
1)81ient's medical Information when a facility 
employee accessed 204 patient's . computerized 
med~I r~cords wtthout a clinlc:al ne.d for lhe 
inform:1tlon. Thi$ fai!ure had the J'()tential for 
unautnorized persons to us" tne discl0$ed 
intonnauon in a way nm authori2:ed by the patient. 
sud'I as identity theft or other unauthorked uses. 

PRCMOER'S PLAN OF OOAA~N ()Cr; 
(EACH COARliC'l'M;; AC~ 5~ULD Bi CHO!!& COIIIPI.

Rf;FtUU,NC~ to 'l'HE APP~RIAT& oi.,,1C1&Nlrl') DAT-
r.,
~!:: 

Following the event, the affected 
departments and individuals were
provided timely education 
regarding the protection of patient
privacy and confidentiality 
(HIPPAA). This was followed by 
organization wide education that 
was completed on April 30, 2009. 
In addition, a HIPAA refresher 
course has been initiated and will 
be completed by November 30, 
2009 

On April 20, 2009, the ability to 
access patients through the
electronic discharge and 
admission functions (PCI) was 
removed from all users to ensure r

unauthorized access has been 
minimized and any further acces~ 
will be strictly role based and 
indiVidualized. 
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COt"ltlnued from page 1 

FINDINGS: 

On 2/27/0fJ the l'acillfy reported to the California 
	 [Jepartment of Publk: Health that they had detected 
una!JthO!'ized access of medical informatiOn. 

In an interview with the Risk Man.ager on 3/25/09 at 
 approximately 9:15 AM, the Risk Manager stated 
that the unauthomed ~ss to patient's clmieal 
recoAAI was discovered on 2123/09. T~ manager of 
ihe imaging departmerrt W.1!$ ca~ed in on a 
weekend (Sunday, 2/2V09) problem~ wilh the 
computer x-ray system. The manager of the 
imaging department wae trying to fix: thi, oomputer 

problem and in the process noticed unusual 8(;ttvtty 
by one ernptcye1J, a Radiology Tedinician (~T). The 
RT was on dUty at I.he time and the manager asked 
 the Rr aboot the unusual activity. The RT had 
accsss~ clinical reeordS that had no Imaging 
(x-ray) ~ees. ihe Fff stated that she was 
a<;i;;e!!Sing the records for her own k!lOWledge. 

Vvllen the manager lrifonned the RT that it was ~
violation of patient cc;nfjdentialit,i, the RT statad that 
she was aware that it was a vlOla!ion of 
confidentiality. The ~T further state<l that she had 
los1 a t,aby becauS4ll she was on drugs and wanted 
to see records of obstetrie$ to see what the 
pregnMt mothers did to get help. The facility then 
recognlZad a possible unaulhortzed access to 
ec,nfidential patiimt cllnlcal record& aod notified the 

 Department of P1.1bllc He211th of the incident. 

 In an interview with tl'KI facility Prtvar;y Office!' on 
3120/09 at 10:20 AM, she i;tatsd that tl'le RT 
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P~O\llrn;:11'1! P\.AN OI' CORRl:CTION ()(5)

{EJICH CORF!i:<;TIVE ACTlON SHOIJUJ Wa OROs1;1- COMPLe
~mRENCEi.1 TO THE APPROPRI...Ti Of'.FlClffiC'O D-'TE

I 
In addition, the current audit
process was reviewed and 
revised to ensure early 
identification of inappropriate 
access to PHI. The revised audit 
process addresses visual, 
auditory, electronic and written 

 monitor1ng by the Dsp:artment 
Directors and Facility Privacy 
Officer (FPO) to ensure all PHI 
has the approprtate technical and 
physical safeguards in place and 

 maintained. 

I 
 
On a bimonthly basis, the Facility 1 

Privacy Officer (FPO) randomly 
selects a sample of individuals 
with access to PH r for auditing. 
Any breaches will be addressed 
immediately and reported in 
accordance with regulations and 
organizational policies. The 

 results of all monitoring will be 
reported to the FPO, HIPPAA 

 Team, Executive Management
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c;ALl~ORNIA MeALTH ANO HUMAN Sli.RVICES AGENCY 
OEPARTM!NTOF PUBLIC HEALTI-t 
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C0MMUNl1Y HOSPITAL OF SAN &l!RNAf\l)INO 180S MEDICAL CEN~ DRIW. SAN BIERNARDINO, CA 9241 t SAN l~RNARDINO 
COUNTY 
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Tl\13 REGULATORY OR LIC IOENTIFVll'«l IN'FORMATIONJ TAG 

Continued from page 2 

(Radiology Technician) had 8(;1;;959 lo the PCI 
(patient care lnf'Omlallan) part of the facility's 
cornputer charting system and that PCI Is where 
everything is dooinentecl, sueh as patient $0C1al 
securtty number, address, phone number, 
diagnosis. nuru'& notes, and PCI is considered 
PHI. The Prtvacy Officet further stated that when 
11he contacted the infonnation servlees department, 
they told her that they did not knoW of a way to 
block ot limit accesa to information In ,ne PCI once 
access ie. granted to an employee. 

In an interview wltl\ the Senior Director of 
Quality/Care Management on 3/2,4/09 at 2:45 PM, 
when asked What safeguard& had been In place to 
prevent unauthorized access to clinical recon1e. the 
Director stated that Uiey (the facility) decided to 
randomly audij the fOIIDWlng pattent re=rda to ~ 
who had aeca,::sec:t them: 

1. The very important people (VIP} patiemS 
(patiem that were related to emptoyees or were 
well-known In ttte community). 
2. Patients with unusual dlagno&eS. 
3. Random no information patients (patients !hat 

, had ~uested not to be °" the public faeility roater 
or patients In behavioral health). 

The Oiredor further stated that there was a 
"pop-up" screen when an employee signed onto the 
ccmputer to wam them that thev were accessing 
restrlded infonnation and that improper use Of lh$ 
information may reeult in dilSdplinary action. The 
Director stffled that the mMsures they had In place 
would not have discovered what the RT had been 

,.,.0VIUER'S Pl.AN OF CORRl!CTION (lt~) 

(EACH CORRl;CTM! .-.CTIOM SH0\11.,0 BE Cl'IO$._ CCMl'U 
AEFl:AENCE'OTO TIii: APPRO~ATE DEFIClliNC'l'l 0A'f1! 

The Network Usage Policy was 
reviewed and revised to codify 
the audit process and ensure 
prevention of unauthorized 
electronic access to patient 
infom,ation on April 30, 2009. 
Education related to the policy 
was initiated organization.wide 
and will be completed on May 30, ' 
2009. 
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. A 91.llL.PiNG-· ­ "' 

(Xl) OAT& Sl,,Jffi/£',' 
COMP\ITTD­

1.1.V\ING0500311 03120/2009 

NAME OI' PROV\01\R OR SUPflLll:FI 

COMMUNliY HOSPITAL. OF SAN BERNARDINO 

sm1:er AWRE!I$. CliY, STA"IE. ZlP CODI': 

'!80S MEDICAL CENTER l'>RM:, SAN 8eRNAROIHO, CA 92411 SAN BERNARC!tllO 
COUNTY 

(X~) ID I SU!.IMAAV ST,&.Tl!MEN'T 01' DEF1CIEM1.1fS 10 

PREFIX (EAC/1 CEF1C1E:NCY ~ BE f'Rl:CE~ BY i"LI.L PRl!F!X 

TAG RlaCIIA.AlOlff OR LSC ltlEl'ITIFYtNG ,,.,..ORIV,l'ION) I TI\G 

1continued Fn:im p:190 3 

doing. 

In a sawnd interview with ll'le Pnvaey Officer on 
31'2D/OQ at 11: 15 AM, she stated that she started 
doing ~mputer :audits (a process to see WhBf'l' a 
person loolcs In the computar) in June of last year 
and that she had not set up a regular schedule of 
auditS. 

In an interview With the Director of Cliriieal 
Informatics on 3126/09 at 9:15 AM, he stated 1het 
the <;Qmputer did not have a system to alert anyone 
to inappropn::ate or unu:;;ual ~ 10 cilnical 

record$. The Olredor of lnfonmdfcs ah;o stated that 
he had not talked with the Meditech (comp\JU91' I 
$ystem) support team regarding patient I 
conffdem!ality, safegtrards fOr lllCQrdS and tracking '
of unusual activtty by UHfS, 

Review on 3125/09 of the computer audit& don$ on 
the cllnleal reCOl'ds the RT hsel accessed In 
January 2009 through February 23, 2009 revealed 
the following: 

The RT accessed the a~essmem notes and 
patient care no1es of obstetriCll patient!!I that had 
already been discharged from the hospital, one ICU 
(intensive care unit) paoont, one home health 
patient. and one nursery patient 

On 1/10/09 the RT ~ 20 patient reCQrds 
with no clinical n,IIIS(ln to do so. 

on 1/11/09 the RT .w::e::sseo 55 patient records \ 
with no clinical ,rgson to tto so, and In aadltion I 

PROV!D£R'S PV,N Of: CORRECTION (XS

(~CH CORRECTIVE ACTION SHOIJ\.Cl 8f! CROSS.. I COMPI.
~E!'EnENCEO TO TH€ N'l'~OPRl/1.Tf OEAC~Y) DAT 

I

: 

In addrtlon, the current audit 
process was reviewed and 
revised to ensure early 
identification of inappropriate 
access to PHI. The revised audit 1 

process addresses visual, 1

auditory, electronic and written 
monitoring by Department 
Directors and Facility Privacy 
Officer (FPO) to ensure all PHI I 

has the appropriate preventative 
technical and physical 
safeguards in place and 
maintained. On a bimonthly 
basis, the Facility Privacy Officer 
(FPO) randomly selects a sample 1 

of individuals with access to PHI 
for auditing. Any breaches will be1 
addressed immediately and 
reported in accordance with 
regulations i:lnd organizational 
policies. The results of all 
monitoring will be reported to the 
FPO, HIPPAA Team, Executive 
Management Team and 
Governing Body.
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eight of the records were ciuplicates, indicating the 

patient 1"e1;0rd had been accessed previously. 


On 1/25/09 the fH ac:ces..<;eet 33 patient records 
 with no clinical reason to do so. In addltfon, 10 
records were dupl,c;ates, 

On V4/09 the RT accessed 1 patient record wttn no 

 clinical reason to do 9(). 


on 2/3/09 the RT accessed 23 patient records with 
no clinical reawn to do so. 

On 2117109 the RT accessed 1 patient record with 

no clinical reason to do so. 


On 2/21/09 the RT accessad 61 patient records 

witn no clinical reason to do ,;o, and In addition 

seven of the records were duplicates. 


On 2/2V09 the RT aocassetl 9 patlef'lt record!; with 
no clinical reason to do so. in addition one of the 
records was a duplicate. 

n,e 	 total number of patients wt,015-e records the RT 

acce$.sed from 1/1/0Q through 2122/09 was 204. 


Review on 3/24/09 Of a facility policy and procedure 

with an effeciJva date of 4/14/03 ~nd titled 

"Minimum NeO!lS$8ry Standards for the Use and 

Disclosure of Protected Health informaf\On" under 

the procedure section revealed tt'le following: 

"Identify classes of personnel requiring access to 
PHI (protected health information), the level of 

acceH reqvlred and any conditions appropriate to /

i I
I 
I
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such access... Reasonable efforts will be made to 

limit PHI Use and Oisdoeure..." 


Review of a policy and procedure titled "Network 
Usage Policy" with an effective date of 10/1/02 
under the section Monitoring of User Content 
reveal$, "'M'!ae (the facility) dOes not ;nume any 
obligation to regularly monitor and lgg a user's 
networtc activity, it may ac.cet1, mon!IQr, log, review 
and disclose, as it dee1Tl$ nece~ary.•: 

The facility poMr:, and procedure did not address 

prevention of unauthomecl eledronlc (computer) 

access to petlem infonnation. 


I 

Event 10:018011 t0f22/2009 1:43:28PM 
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M'f delk:loncy fl!alelYtent ol'!Qlng w1111 tn Hler18'1 c·J denotllt a deflc!ency wt,ICI\ 111Q 1neliti.tncn mav be excusett fnxTI <XIITT!ctll'IO P'OVid\og II 11 detlrmned 
11'1ia1 Qtt,or !l':lfe;uarci. p,oyide alJffiC!l,r,t ~onm N plll\fflta. e~ !'Or n111'11ng homo::,, 1ne flndtnga 11b<M .,,~ac:klllalllll 90 days fQIIOWlriQ '"° aate 
ct slll'\lay whl'llhet' er f!Qt apllilf'I Of~" II PfOl/ided, For nur&mg hOmea, Iha above findlnga and p!8ns 01 COl'Tllt1!07' are l'ltsclc,aabJt !4 d;y1 following 
the i;tate lhtff doOl.lmlfflfl ,ra ma'*' aveilablt ta thll facility. If da11c:lenelas ara Cited. an •l)l!l'OVftd Dian al comiet!Qn la l'l!Clllialle 1o COl"lllf!v.d prO§l'lm 

parielpatlorl. 
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