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CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY 

DEPARTMENT OF PUBLIC HEALTH 


STATEMENt or OEf lCleNCIES (X 1) PROVIOER/SUPPllER/CLIA cxi, MUL TIPL~ CONSTRUCTION (X3) DAT&: SURVEY

AND PLAN OP CORRECTION IOENTIFICATION NUM8Efl: COMPLETl:O 

A BUILDING 

050015 B.WING 03/28(2014 

NAME OF PROVIDER OR SUPPLIER STReeT Al)0RS$S. Cll'V. ST111e. llP com, 

NORTHERN INYO HOSPITAL 150 Pto1101>r Ln, Blal'lop, CA 93514-2!1!18 INVO COUNTY 

(Xl) IO SUMMARY 6TAl'EMENT Of OEFICIENCIES 

PREf' IX (EACH DEFICIENCY MUST 9E PRECEEOED El Y Fl.ill 

TAG REGULATOR'!' Oil LSC 101:NTIFYING li'IFORMATIONI 

The following reflect& the findings of the Department 
of Public Health during a cotnplalntfbreac'1 event 
Vi$il: 

Complaint Intake Number: 
CA00371852 - Sub$tanllated 

Repre$enting the Department of Public Health: 
Surveyor ID# 26774, HFEN 

The inspeetion wa& limited to the specific faclltty 
event investigated and dOe5 not represent the 
findings of a run Inspection of the faclllty. 

Health and Safety Code Section 1280.15(a) A 
clinic, health facillty, home health agency, or 
hospice licensed pursuant to Sec:tlon 1204, 1260, 
1725, or 1745 shall prevent unlawful or 
un11uthorized access lo, and use or disclosure of, 
patients' medical Information, as defined in 
subdivision (g) of Section 56.05 of the Civil Code 
and consistent with Section 130203. The 
depa11men1, after lnvestlgallon. rnay 11s5es1.1 an 
adminis1mtive penalty ror a vloletlon of this section 
of up to twenty-five thou&and dollars ($25,000) per 
palieht whose medical lnfonnatlon was unlawfully 
or wi1hout authorization aecessed, used, or 
disclosed, and up to seventeen thousand five 
hundrad dollars ($17,600) per subsequent 
occurrence of unlawful or unauthorized access, 
use, or disclosure of that patients' medical 
lnforrnalion. 

REGULATION VIOLATION: 

Callfomla Health and Safety Code 

1280.15(b)(2) and 1280.15 (a) 


Event 1D:YHYl11 8125/2015 2:04:34PM 

TITLE (X6) OATE 
Chief Compliance Officer Sep tember 5, 2015 

By signing ttii& document, I am ac11now1ea9lng receipt ol lho enllre eitallon ~11ekel. l"ijge/$1 r 11)(\1 9 

Any aerlclency 9lalemenl ending wHh ;in as1erl$k (') <lenoles 3 deri,;.ney .,.it1leh lh" ln,tilutl¢n m,1y to e~cused rrom correcting prov!alng ii 1$ determined 

tnat ot'1flr saregUilrd9 provide eulfieienl protaclion l o Iha patlenlg Excepl for nursing home~. lhe r1ndinga above are dil;c!o&able 90 days following the date 

ol survey whelher or not a plan or correclion la provided. For nlJl'slng homos, the above fil'ldings ~fld J)lO<lG of correction are dlsd()sebte 14 days following 

tt,e dale these documents i,re mede !Mlilable to the raclllly. It deNc\8~clo~ are cltea, an spprovet! plan or correcUon is teciulsite to COl'lth\ued program 

l).,rt1Q1p;:,11on. 
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changes have been put in plai;e in an effort to 
ensure that an event of this same deficient 
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CAllrORNIA Hr;AL TH AND HUMAN SERVICES AGENCY 


DEPARTMENT OF PUBLIC HEALTH 


$ 1'AT~MerH OF ()~F1C1!,NC1~ s iX1) PAOVIDE.R/SUPPLIER/CLIA (X2) MULTIPLE CONSTRUCTION tXJ) DA1'F. SIJIN E Y 

AND PLAN OF CORRECTION IDENTIFICATION NU/v1BE~; COMPLETED 

A. BIJIWING 

OS0015 B. WING 03/28/2014 

NAME OF PROVIDER OR SUPPLIER STREET ADDRESS. CITY, $TAT!;, ZIP CODE 

NORTHERN INYO HOSPITAL 150 Pioneer L.n1 Blflhop, CA 93514-2668 INYO COUNTY 

(X~) ID SUMMARY STAT [MENT or DEFICIENCI ES 

PRE~IX (EACH DEFICIENCYMUST ee PFIECE£0EC ev FULL 

TAG REGULATORY OR LSC IDENTIFYING INFORMATION) 

1280.15(b)(2): 
(2) Subject to subdivision (c), 8 clinic, health 
facility, home health agency, or hospice sttall also 
report any unlawful or unauthorized access to, or 
use or disclosure of. a patient's medical informBtion 
to the affected patient or the patient's representative 
at the last known address, or by an alternaUve 
means or at an elternatlve location as specified by 
the patient or the patient's representative in writing 
pursuant to Section 164.522(b) of Title 45 of the 
Code of Federal Regulations, no later than 15 
business days after the unlawful or unauttiorlzed 
.icce&S, use, or disclosure has been detected by 
the clinic, health facility, home health agency, or 
hospice. Notice may be provided by email only If 
the patient has previously agreed In writing to , 
electronic notice by email. 

The CDPH verifie<I !hat the affected patient or the 
patient's representellve was notlftl!d of the 
unauthorized access within 15 business days. 

AND 

1280.15 (a): 

A clinic, health facility, home health agency, or 

hospice licensed pursuant to Section 1204, 1250, 

1725. or 1745 shall prevent unlawful or unauthorized 

access to, 1:1nd use or disdosure of, patients' 

medical information, as defined in subdivision (g) or 

Section 56.05 of the Civil Code and consistent with. 

For purposes of this section, internal paper records, 

electronic mail, or facsimile transmissions 

inadvertently misdirected within the same facility or J 


ID PROVIDrn·s PLAN OF CORRECTION (X5) 
PAE•IX (EACH CORF\E'CTIVF. AC Tl()N SHOULD Bl! CROS S, COMPI.ETF. 

TAG Rf:FE.RENCED TO TME APP HOrRIATE DfflCIENCY) DATE 

A) continued 
l. This violating employee was terminated 
from Northern Inyo Hospital on 
August 61 2013. 
2. Path:nts A ;l.11d Patient B were notified on 
September 27, 201 3, via USPS Certlfled MaJI, 
of the unauthorized access of their prolected 
health information, as per regulatory 
requirements. 
3. The Inyo County District Attorney was 
notified ofthe unauthori1.ed acce.,s of Patient 
A and Patient B's protected health 
information by our former employee. An 
investigation concluded with misdemeanor 
charges of unlawful access to a computer 
were filed with a guilty verdict and sentencing 
o,curring. 
4. All m1ffhave been re-educated on: 
a. Access & disclosure of protected health 
information/minimum necessary practices 
for work related purposes. 
b. Disciplinary measures as lht: rc:sult of 
intentional & purposeful access or disclosure 
ofprotected health inforrn.ition. 
5. Revision of NIH policy "Sanctions for 
Breach of Patient InfQrmation" to include 
a. Minor/Modernte/Majore Breach Levds for 
disciplinary action guidance:. 
b. Intentional policy violations with protected 
hc:ahh informatio,1 are a terminatable offense. 
G. Dcvc:lopmenl ofNIH policy "Auditing of 

Employee: Acccs, to Patient Information 
which addresses random, routine and spccifk 
cause audits ofemployee access to patient 
informatinn ~TI rt rhf" ,,t...,.T; ... tion and orar.ti r o 

Event 1D:YHYl11 8/26/2015 2:0o4;34PM 
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CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY 

DEPARTMENT OF PUBLIC HEALfH 


STATE"iENT OF OEFICIENCIEG (X1) Pl'(OVIOER/SUPPLIF.RI C~IA (X2) Ml)LYli'LE (.ONSTRUCTION (XJ) DATE ~UAVf.Y 
ANO PLAN OF CORR!eCTION I O"NTIFICATION NUMBER • COMPLHED 

A BUILDING 

06001Ci O.WINC 03/28/2014 

Nl<ME OF PROVIDER OR SUPPLIER STREH ADDR!':SS, CI TY. STATE. ZIP CODE 

NORTHERN INYO HOSPITAL 15D Pioneer Ln, Bishop, CA 93514-25S6 INYO COUNTY 

(X4 ) ID SUMMARY ST.t.TEME:NT OF DEFICIENCIES ID 
PREFlll (EI\CH DEFICIE:N(;y MU6'r a. "RECF.F.D~{) ar ~UI 1 PREfl)I 

TIIG REcGUL.t.TORY OR LSC IDENTIFYING INFORMATION) T.t.G 

health care system within the course of 
coordinaling care or delivering 5ervices l5hell not 
constitute unauthorized accesa to, or use or 
disclosure of. a patient's medical Information. The 
department. after Investigation, rr,ay assess an 
administrative penalty for a 11lolatlon of this section 
of up I.CJ 1wenty-five thousand dolla!'ll ($25,000) per 
patient whose medical Information was unlawfully or 
without authorization accessed, used, or dlsclo!led, 

and up to seventeen thousand five hundred dollars 
($17,500) per subsequent occurrence of unlawful or 
unauthorized access. use, or dlsclOBUM of that 
patients' medical lnforrnation. For purposes of the 
Investigation, the department shall consider the 
cllnic's, heallh facillty's, agency's, or ho$pice's 
history of cornplianc.e with this section and other 
related state and federal statutes and regulations. 
the extent to which the facility detected vlolatlons 
and took preventative acilon to Immediately correct 
and prevent past violation& from reC1Jrrlng, and 
factors outside its control that restricted the 
faclllty's ablllty to comply with this section. The 
department shall have full disccetion to consider ail 
factors when d"termlnlng the amount of an 
administrative penally pursuant to this section. 

Based on interview and record review, the facility 
failed lo safeguard the medical Information of two 
palients, Patient A and Patient B, when Employee 
1 accessed their electronic medical information 
without authorization, which resulted In a breach of 
medlc;:al Information for Patients A and B. 

FINDINGS; 
On Aprll 1, 2014 at 10:00 AM, a phone Interview 

PROVIOEF!'S ~LAN Of CORRI.CT ION (X5) 

(eACH CORRECTIVE, ACTION SHOULD BE CROSS· COMPLETE 
R~FERENCED TO THE APPROPR!Arli OE!'ICIENCY) OATE 

A) 6. continued 
of each type of audit. 
7. In addition to the "Sanctions for Breach of 
Patient Information " policy and the "Auditing 
ofEmployee Access to Patient Information" 
policy, the following additional policies and 
procedures are current and in practice: 
a. Minimum Necessary Access, Use and 
Disclosure ofPHI 

 b. Communit;ating Prolected Health
Information Via Electronic Mail (Email) 
c. Using and Disd osing Protected Health
Information for Treatment, Puyment Wld 
Health Care Operations 
d. Information Security and Integrity 
8. All staff must complete rn.i.ndatory 
MedCom training on the above policie5 and 
procedures including, passing a post-test to 
complete the trainirtg. 
9. All new hire employees with acce5s lo
hospital information systems containing
prot,;cted health information are audited by 
the Chief Compliance Officer or designee 
prior to the completion of his/her 90-day
Introductory Period. Individuals wh o arc 
found in violation of hospital policy 
regarding accessing of patient informa.Lion 
without authorization will be subject to 
disciplinary action as per hospital policy 
"Sanctions for Breach ofPatient Information". 
10. All new hire employees receive HIPAA
training at the tirne ofOrientation, i hich is-' 
now scheduled on the first day of C'.1 U 
employment and prior to his/her w~g iJ:q 
their designaled departmr:nt. z o --~~
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CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY 

oeMRTMENT OF PUBLIC Hl:ALTH 


STATEMENT or DEFICIENCIES (XI) PRO\/IDERiSUPPLIERICLIA (X2) MUlfl PLE CONSTRUCTION {X3) DATE SURVEY 

AND PLAN OF CORREcr10N li;>ENTIF ICAilON NUMlll:R: COMPLHED 

A BUILDING 

050015 9 . WING 03/28/2014 

NAM!; OF PROVIDER OR SUPPLIER STREET "-OORESS, CITY, STATE, ZIP COO( 

NORT~ERN INYO HOSPITAL 150 PlonHr Ln, Bh1hop, CA 93S14,2556 INYO COUNTY 

(X4/ 10 SUMMARY ST/\TEMENT OF DEFIC IEN CI ES 
PREFIX (!;ACM OF.FIC1ENCY MUST 8~ l'fl~CI.E(.Jl:0 BY f'Ul,l 

TA() REOULATORY OR LSC IDENTIFYING INFORMATION) 

was conducted with the facility privacy officer (FPO) 
to lnvestlgale an entlly-reported incident of a breach 
of medical Information for Patients A and B. The 
FPO advised thal Patient A had previously been In 
a romanfo relationship with Employee 1 prior to 
manylng Patient B. Patient A reported to the 
Facility Privacy Office, (FPO), who was also the 
Health lnfonnation Management Director (HIM 
Director), on September 23, 2013 that Employee 1 
may heve accessed PaUent A's clinical record 
without authorization. At the time the report was 
made, Employee 1's employment with the racility 
had been terminated. 

The FPO/HIM Director further advised that an audit 
wes conducte<l regarding Employee 1's access of 
Patient A's electronic medical records on 
September 24, 2013. The results of the audit 
confirmed that Employee 1 had accessed medical 
records for Patient A on two separate dates. 

A review of the facility's electronic: audit for Patient 
A, dated Septembe, 24, 2013, submlned by the 
FPO/HIM Director, WH oonducted on April 4, 2014 
at 2:15 PM. The document p,ovlded lo the surveyor 
was a copy of the electronic audit and contained a 
computerized record of log,ins made by Employee 
1 on August S, 2010 al 2;47 PM, and which 
indicated Employee 1 accessed Palient A's 
medleal information as set forth below: 

Outpatient PT (phy5ical therapy) dated October 30, 
2009; 

Correspondence dated September 24, 2009; 

10 PROVIDER'$ PLAN OF COKR~C'r!ON 
 (X5) 

PR~h~ (EACH CORR~CTIVE ACTION SHOULD 8E CROSS, 
 COMPLETE 
TAO REFERENCH > t O HIE t\PPROPRIATE DEFICIENCY) DATE 

B) The Chkf Compliance Officer has direc t 9/5/2015 
oversight of this plan of correction. 
C) Our plan for compliance and a monitoring 1/1/201 4 
process lo prevent recurrence includes 
HIPAA t raining on the fhH day of 
employment and prior to che new hire 
employee working in theil· designated 
department, auditing of new employee record 
access history prior to the completion of their 
90-day Jn troductory Period to ensure record 
access is only for work related purposes and lo 
quickly identify areas of concern, HIPAA staff 
trnining on a mandatory annual basis and as 
needed throughout the year when concerns/ 
new requirements arise. In addition, the Chief 
Compliance Officer will monitor and address 
compliance through reports of PHI breaches 
and investigations. T he Chief Compliance: 
Officer will report the number of PHI 
breaches to Performance Excellence and the 
Board of Directors on annual basis. 
D) Corrective Action was completed on July 7/31/2014 
31, 2014. 
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CALIFORNIA HEALTH ANO HUMAN SERVICES AGENCY 

DEPARTMENT OF PUBLIC HEALTH 


S'r ATF.MENT OF DHICIENCtE$ (XI ) PAOV1DeA/StJPPL1ER1CLIA (X2) MULTIPLE CONS TRUCTION (X3) DATE 9URVEY 
ANO Pl.NI OF COHRECTION IDENTIFICATION NUM~f'R· COMPLETED 

A, 8VILOING 

060015 8. WINC 03/28/2014 

NMIE OF PROVIDER OR SUPP LI ER STREET ADDRESS, CITY, STATE, ZIP CODE 

NORTHERN INVO HOSPITAL 160 Plonoor Ln, Bl&hop, CA 93614-2656 INYO COUNTY 

()(4) 10 SUMMARY STATEMENT Or DEFICIENCIC:S 
PRF;FIX IF.ACH C'J~F ICIFNCV MUST BE PR~crroeo OY FULL 

TAG RtGULATORY OR LSC IDENTIFYING INFORMATION) 

Doctor's fir$t report dated September 22, 2009; 

Emergency room visit dated September 21, 2009; 

Emergency Roorn )(-ray results dated September 
21 , 2009. 

Further review of the audit showed that Employee 1 
had accessed Patient A's record again on February 
1, 2013 and had viewed laboratory results, dated 
August 14, 2012. 

Review of the electronic audit showed that next to 
each entry under the section entltled. 
"Authorization" was listed: "No". wtien the 
FPO/HIM Directo, was asked how ehe would 
determined when Employee 1was authorized in the 
role of Medical Records Clerk to access pQtlent 
medical information, she stated that, "A file or a 
portion of the file will tiave a request submitted by a 
doctOI', Insurance company etc.'' She further 
advised that, "My audit system would show me ii ·
was requested, and then whether It was faxed. or 
malled." The FPO/HIM Director advised that there 
had been no request submitted ror Patient A's 
cllnlcal record or medical information. 

During conlinued interview with the FPO/HIM 
Director on April 1, 2014, at 10:00 AM, she advised 
that Patient A's spouse (Patient B), al6o contacted 
her on September 13, 2013, and also requei.led 
that an audll be completed regarding access by 
Employee 1 of Patient B's medical records. An 
audit was conducted by the FPO/HIM Director on 

ID FR0VIOER'5 PLAN OF CORAECTION (X5) 
PllHIX (EACH CORAE;CTIVE ACTION SHOULD OG CROSS, COMPLnl: 

TAG REFERENCED TO THE APPROPRIATE DEFICIENCY) OA're 
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CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY 

DEPARTMENT OF PUBLIC HEALTH 


STATEMENT OF DEFICIENCIES (X1) PROVIDEl'l/SUPPLIER/CLIA (1<2) MULTIPLE CONSTRUCTION ()(3) DATE SURVEY 
AND P~AN OF CORREC TION IDENTIFICATION NUM&ER: COMPLU~O 

A. BUILDING 

050015 (l 11111N(; OJ/28/2014 

NAME OF PROVIDER OR SUPPLIEk 6'1fl.I.l:.1 ADDHESS, Cl I V, $T/t,1l:. /.IP C(lllt 

NORTHERN INYO HOSPITAL 150 Pioneer Ln, Bishop, CA 93514-2556 INYO COUNTY 

CX~) ID SUMMARY STATEMENT OF DEFICIENCIES 
PREFIX (eACH OEFICll;NCV MUST BE PRECEeoe~ ev FULL 

TAG RE<lULAl'ORV OR LSC IDENTIFYING INFORMATION) 

September 24, 2013. 

A review of lhe medical record audit for Patient B, 
dated September 24, 2013, was conducled on April 
4, 2014 al 2:30 PM. The document contained a 
computerized record of 109-ins rn!ldo by Employee 
1 on February 1, 2013 from 3:34 PM to 3:35 PM, 
which Indicated Employee 1 had acce&sed the 
following medical information of Patient 8: 

a. Emergency room visit dated February 5, 2012 

b. Emergency room laboratory results dated 
February 5, 2012 

c. Emergency room ~,ray results dated February 5, 
2012 

d. Outpatient x-ray results dated January 7, 2011 

e. Outpfllient laboratory results dated December 1, 
2010 

f. Laboratory results dated June 11, 2012 

g. Physician Orders dated June 11 , 2012 

h. Laboratory results dated June 14, 2013 

On the audit document. next lo each record entry 
accessed by Employee 1, was a column with a 
section enlllled, "Authorization on me." For each 
recOfd entry under this authorization on file column, 
it was listed; "No". The FPO/HIM Director was 
asked how she would determine when Employee 1 

ID PROVIDER'S PLAN OF CORRECTION 
 ()($) 

PREFI)( (~ACl-1 CORRECTl\/i ACTION SHOULD BE CROSS, 
 COMPLETE 
TAG REFERENCED TD THE APPROPRIATE DEFICIENCY) 
 l)AH: 

Event 1D:YHYl11 8/26/2016 
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CALIFORNIA HEALTI-I AND HUMAN SERVICES AOENCY 

DEPARTMENT OF PUBLIC HEAL TH 


STATEMENT OF DEFICIENCIES (X1) PROVlOER/SUPPLIE~CtlA pqJ MU~TIP~E CONSTRUCTION (~3} DATE SURVEY 

ANO PLAN OF CORRECTION IO~NTIFICATION NUMBER· COMPLETED 

A. BUILOINCl 

050015 B WING 03128/2014 

NAME OF PROVIDER OR SUPPLIER STREET AOORE$6, Clf'r' . .SlA't ~, lt~ COOE 

NORTHERN INYO HOSPITAL 160 P loneer Ln, Bl,hop, CA 93514-1558 INYO COUNTY 

(X~) ID SUMMARY STATEMENT 01' DEFICIENCIES 


PREFIX (EACH OEFICIENCY MUST ee PRECEEOEO OY FULL 

T.O.G REGULATORY OR LSC IDENTIFYING INFORMATION) 


was authorized in lh& role of Medic.al Records Clerk 
lo ac.cess patient medlcal lriformatlon, stie staled 
that, "A me or a portion of the me will have a 
request submilted by a doclor, insurance company 
etc." She further advised that. ''My audit system 
would shaw me ii was requested, and then whether 
ii was faxed, or mailed." The FPOfHIM Director 
advised that ltlere had been no requesl submitted 
for Patleol B's clinical record or medical 
Information. 

On April 4, 2014 et 11:00 AM, a review was 
conducted of the 1ece sheers (a form that contains 
the patient's demographic Information) for Patient A 

and Patient B. As explained by the FPO/Director 
of Medical Records, face sheel.s can be viewed 
when entering a patient's electronic file if the person 
activated that tab urider the patients' name. The 
FPO/Director of Medical Records further explained 
that the face shee1s con1aln lnformatiori with 
pallent's name, address, home end work phone 
numbers, social security number, admission dale, 
dale of birth, emergency contact loforrnation, 
Insurance information and workers' compensation 
Information. 

An lnteivlew was conducted on April 4, 2014 c1t 
4:15 PM, with the FPO. The FPO advised that 
Employee 1 was employed in the role of 
admissions clerk from July 10, 2010 through 
October 12, 2012, and was employed In the role of 
medical records clerk from October 20121hrough 
August 2013. 

A review of Employee 1 termination letter, dated 

l PROVIDER'S Pl AN OF CORR£CTION rxs, 
ID 

(EACtl CORRCCTI~ ACTION SliOULO OE CA06S COMPi,ETF,f'RUIX 
TAG 
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<i .....~.. .-A 
c:.,1 --I"" I.fl-\ 

OJ V 
z 

,"D'"'r:P- ~ -4-I 
zo , :crn 
°;,C' co ti'• CJ 

rf'lf'' 
~() ::o.~
-i:i;; ~ --d... 

("). ...a ·000 ·~ .. ,.-: "'11 
0 (.,') z:C: 

ell7.
.-; 
-<.. 

Event ID:YHYl11 512$/201S 2:04:34PM 

P.ige 7 or 9
Slate-2567 

http:Medic.al


09 / 05/2015 15 : 17 FAX 780 873 8734 ~014/015 

CALIFORNIA HEALTH ANO HUMAN SERVICES AGENCY 
DEPARTMENT OF PUBLIC HEALTH 

STATEMENT OF oeF1C1eNc1es Pl\) PAOVIOER/~UPPLIERICLIA (~2) MULTIPLE CONSTRUCTION (X3) DATE SURVEY 
AND PLAN OF CORRE CTION IOENTIFICATION Nl,JMfll,.R: C0"1PLEieo 

A. 8VIL01N0 

050015 6 WING 03128/2014 

NAME OF PROVIDER OR SUPPLIER STRE!n" ADDRl;SS, CITY. STATE. ZIP cooe 
NORTliEF!N INYO HOSPITAL 15D Pion...,, Ln, Biehop, CA 9:)514-255(! INYO COUNTY 

(X41 ID SUMMARY STATEMENT OF OEFIC1eNCIES ID 
PREF!)( !EACH Dt':FICIENCY MUST BE PRECEEOEO BY FULL PRl!FIX 

TAG REGULATORY OR LSC ID!cNTtrYtNQ INFORMATION) TAO 

August 7, 201 3, was conducted and reOected 
Employee 1 was terminated following a previous 

1Incident of "deliberate violation of hospital policy i 
re&ulting In a breach of patient privacy and unlawful 
access to patient health information.· The letter 
was signed by the Heallh Information Management 
Olredor (HIM Director). 

During a review of the facility's \'ldrnission clerk Job 
descriptlon/evaluatlon signed by Employee 1 on 
July 13, 2010, the duties Included: "inputting data 
of new patients into the computer" and "obtaining 
signatures on consents and admis11ion forms." 

During a review of the fitclllty's medical record clerk 
Job description/evaluation signed by Employee 1 on 

September 27, 2012, the duties included: 
''Conducting hospital business In an ethical and 
lawful manner.'' Other duties IISted inCJuded: "File 
ell records ret1dy for destruction, Perform quality · 
review check on records ready for 
destruction ... Answer telephones when necessary; 
Helps physicians and staff locate needed records . 
Takes information for records releases." 

1/Vhen the FPO/HIM Director was asked how she 1 
determined when EmployM 1 was authOriled in the I 
role of Medical Records Clerk to access p8tlent ' 
medical lnformallon, she stated that, "A file or a 
portion of the file will have a request submitted by a 
doctor, Insurance company etc." She further 
advised that, "My audit system would show me it 
was requested, and then whether if was faxed, or 
mailed." The FPO/HIM Director advised that there 
had been no request submitted for Patients A or 
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B's cllnlcal record or meolcal infom,alion. 

The FPO provided copie::i of Employee 1's training 
in protecllng patient confidentiality. A document 
entitled, "Statement of Confidentiality,'' dated July 
12, 2010, whldl included lnform.itlon concerning 
Employee 1's annual updated training In 
confidentiality lhrou9h September 2012, was 
reviewed. The documents indicated that Employee 
1 was aware that acce.&s. to patient'$ medical 
Information was on a "need to know" basis, "In 
order to carry out the duties Involved In the 
treatment, billing, or healthcare operations of the 
hospital," and had been trained In patient 
confidentiality. In addition, on July 12, 2010, 
l;:mployee 1 signed a ·statement or 
Confldentlallty," which Indicated, "I further 
understand that ignoring or disregarding the 
princlples of this confidentiality acknowledgment 
subjects me to appropriate disciplinary actions as 
outlined in ttle personnel policies, medical staff 
bylaw& and ...other appllcable pollcles. Employee 
1 signed the acknowledgement on July 12, 2010. 

The raciltty failed lo ensure th.ii con1identlallty of 
patient medical information was maintained. when 
portions of electronic medical records of both 
Patient A and Patient 8, were accessed bV 
Employee 1, wllhout aulhorizalion. This failure of 
the facility to ensure the confldenllallty and security 
or Patient&' A and 8's medical Information resulted 
In breaches of medical Information, and which 
placed both patients at risk for Identity theft. 
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