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: Continued From page 1 . . .
i pag Upon nofification by the Emergency Medicine gﬂoiy110,
in o Medical Braach , Residency Director at UCSF, the UCSF
nforme ical Breac i Yo .
; | ! Privacy Office instructed the EMR2 . fo
;Hea,th and Safety Code Section 1280 15 (b)(2). . remove the narrative from his Facebook page.
{A clinic, health facility, agency, or hospice shall . i
-also report any uniawful or unauthorized access to, , The SFGH CEO&UCS_F Assoc‘?tf‘) Dean, and | May 17,
;or use or disclosure of, a patient's medical 5 SFGH Privacy Ofﬂcer. issued alf"m memo to 12011
information to the affected patient or the patient's Ia" SFGH.stgffregardmg P"Otec“r!g patient
{representative at the last known address, no later | confidentiality at SFGH and specifically
than five business days after the unlawful or instructed that with respect to social media, “it
unauthorized access, use, or disclosure has been | 1 mappropn'ate toqescnbeaspecnﬁc clinical
detected by the clinic, health facility, agency, or ; caseon soma'l media (for example, Facebook,
| hospice.” . MySpace, Twitter, blogs, etc.) (see
‘? ' Attachment 4).
‘The CDPH verified thal the facility informed the 4 ) ‘
laffected patient(s) or the patient's representative(s) | : The UCSF Emergency Medicne Assistant May 9,
rof the unlawful or unauthorized access, use or; ~ Residency Director met with EMR 2 to discuss | 2011
I disclosure of the patient's medical information. i l the incident and expectations of tum.
On 5/18/11, the UCSF Risk Manager at SFGH and l The UCSF Emergency Medicine Residency May10&
:he ‘ SEGH Director 'of ‘R:sk hManagement disclosed f Director met with EMR 2 o discuss the g/loa1y119,
he incident to the patient's mother. | incident and expectations of him.
, | The UCSF Privacy Officer and Di fRi
1280.15(a) Health & Safety Code 1280 ‘ | e UCSF Privacy Officer and Director of Risk | . 1o
' Management in-serviced the UCSF 2011
(a) A clinic, heaith facility, home health agency, or - Emergency Medicine residents on the topic of
hospice licensed pursuant to Section 1204, 1250, , patient privacy and social media with a focus
1725, or 1745 shall prevent unlawful or unauthorized ' on not posting any information related to
| access to,f and use or disclosure of, pat(ie;wts'f ‘ patient care or clinical work online (see
medical information, as defined in subdivision (g) o |
!,Section 56.05 of the Civii Code and consistent with ' i Attachment 3).
Section 130203 The department.  after: . The SFGH Chief of Emergency Medicine and | My 20.
investigation may assess an administrative penalty . : Medicine Resid 2011
‘ for a violation of this section of up to twenty-five , the UCSF Emergency Medicine Residency ;
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. Continued From page 2 Director together met with EMR2 to discuss
;thousand dollars  ($25000) per pattent whose the incident and expectations of him.
‘medical information was unlawfully or without !
‘authorization accessed. used. or disclosed. and up | Following the in-service, the Emergency Initiated
‘to  seventeen thousand five hundred dollars Medicine residents, including EMR2, signeda | June 16,
($17,500) per subsequent occurrence of unlawful or statement acknowledging that they read and 2011 and
junauthorized access, use, or disclosure of that received a copy of the UCSF Department of ongoing
iedtgaton he deparmen shall sonscer e  Emergency Medicine Patiant Privecy and
clinic's, health facility’s, agency's, or hospice's Social Media Policy (s_ee Attachment 6).
history of compliance with | section and other | L s
related state and federal statutes and regulations, ;Before and af,ter this privacy breach |pC|dent Ongoing
the extent to which the facility detected violations | in 2011, r!ospctal .and UCSF Igadershlp have
and took preventative action to immediately correct !enga}ged n ong‘OI.ng efforts via memos,
and prevent past violations from recurring, and ! emails, slgfftralnlngs‘ and emplque annual
factors outside its control that restricted the | update training to ensure that hospital staff
facility's ability to comply with this section. The - | are educated and knowledgeable about
! department shall have full discretion to consider all | ‘ hOSp'?al‘ U(?S_'F' and SFDPH privacy and
factors when determining the amount of an * security policies.
: administrative penalty pursuant to this section. The SFGH multdisciplinary Privacy nitated
This regulation was not met as «  lenced by: - Committee, composed of the SFGH Privacy July 12,
: Officer and staff from the SFGH Privacy 2011 and
Based on interview and record review the facility . ; Office, the. SFGH Ch'e.f M,edica‘ Officer, the ongoing
failed to ensure the confidentiality of Patient s + SFGH Ch'ef Communications Officer, )
medical information when EMR 1 disclosed the ' representahves.from the SFGH Legal Affairs,
patient's medical information on a social networking | i Regulatory Affairs, Health Information
site without authorization and justification. : | SYStems departments , as well as
‘ i representatives from both the SFGH and
Findings: ’ | UCSF Risk Management and Information
: I Systems Departments, meets monthly to
!Dunng an interview on 6/1 at 10:15am., the : review, discuss, and recommend policy
Director of Regulatory Affairs stated that on' | involving privacy compliance issues.
5/13/11, the UCSF Privacy Officer notified the | , ) -
Regulatory Affairs Depariment that EMR 1 wrote ai In_follow-up to a review of facility- related Manage-
| very detailed account of a pediatric resuscitation on ! privacy breach cases repor?ed to COPH _ ment
\ ‘ conducted by the SFGH Privacy Officer with Forum
Event iD:K8RT11 10/22/2012 12:29:44PM
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' Continued From page 4 : Nursing
!age of the patient, the date and tme of the 1 é\gmm i
accident, the location of the accident and one Iink! i Se;r)ltl;‘nber
menticned the name of the hospital where the | } 4,2012
patient was taken for treatment. There was also a | :
picture of the wrecked car and the exact location of | ' . ) Initiated
the accident. One of the websites had a comment  In-servicing of hospital and UCSF -affiliated November
posted which disclosed the first name of Patient 1 staff on Fhe new Admin Policy 8.29 / Policy 5 2012
and the fact that he had died from the injuries he for Social Networking and Other Web- a;-,d
sustained in the car accident. All or some of the Based Communications to provide guidance ongoing
information on the website links could be used to | tostaff regarding use of social media as it
identify the Patient 1. | pertains to work related responsibilities and
‘ equipment is in progress.
'"Review of the copy of the Facebook posting ‘
{provided by the faciity on 5/16/12 indicated, | : The SFGH CEOQ issued a memo via emailto | oo o
{".Then | realized we were going to Trauma 4 ! | SFGH and UCSF-affliated staff regarding new 5. 2012
Ibecause what was coming in was going to be a! + SFGH Admin Policy 8.29/ Policy for Social | ™
pediatric patient (Trauma 4is set up as our { Networking and Other Web-Based
Pediatric Resus Bay) Basica the ring down was . Communications implemented to provide
that we were getting a child from a MVC (motor | i guidance to staff regarding use of social
vehicle collision) in full arrest. ..By all accounts, | media as it pertains lo work related
the resus (resuscitation) had gone well but the | responsibilities and equipment is in progress
patient's outlook was obvious grim. However this | (see Attachment 12).
was only half of the story. We had another patient * nitiated
from the car..the baby's mother. ... There is much 1 The SFGH Privacy Officer has incorporated November
more to the story that at this point is not public  the new SFGH Admin Policy 8.29 / Policy 5 2012
knowledge (but some is, see links below).." - for Social Networking and Other Web- a‘nd
- ~ Based Communications in the new hire ongoin
A review of UCSF's Confidentiality of Patient, | orientation session regarding HIPPA and oong
Employee and University Business Information | privacy information
Agreement signed by EMR 1on 4/21/11 indicated | _ . . To begin
| the following: ; The SFGH Privacy Officer or designee is November
"l understand and acknowledged that .. | will! presenting the new SFGH Admin Policy 8.29 27,2012
laccess, use or disclose confidential information / Policy for Social Networking and Other wit'h
lonly mn the performance of my University duties, ; Web-Based Communications at various Manage-
when required or permitted by law, and disclose l forums to ensure staff education and
Event I1:KBRT11 10/22/2012 12:29'44PM
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; Cont'"“éd From page § _ ; awareness about the use of social media as it ?;Tm }
vinformation only to persons v > have the right to | pertains to work related responsibiiities and Meetin
‘receive that information When using or disclosing equipment g
! confidential information, | will use or disclose only and .
the minimum information necessary." ; gggomg
.The facity's HIPAA (Health Insurance Portability requested
“and Accountability Act) CC °LIANCE: PRIVACY ’
' POLICY indicated: The new SFGH Admin Policy 8.29/Policy | To begin
- "WIi. Authorization for Use and Disclosure ... " for Social Networking and Other Web- Spring
] A. DPH (San Francisco Department of Pubiic { Based Communications is being added to 2013 and
Health) shall obtain an in idual's authorization | _ the employee annual Health Stream training. | ongoing
prior to the use or disclosure of PHI for reasons i
other than DPH treatment, payment or heaithcare f
operations or for purposes required by law." - Monitoring:
The SFGH Privacy Officer and the CHN Ongoing
The employee's action to  iclose the patient's - Senior Information Systems Manager present
medical information on a networking site where the 'an annual report regarding privacy issues to
public had access to it violated Health and Safety i the SFGH Quality Council. In addition, they
iCode 1280.15, making the hospital subject to the | t report any incidents of non-compliance with
| applicable civil money penalty assessment, ! ! DPH and SFGH privacy policies which occur
| i : during the year at the next scheduled SFGH
i ! . Quality Council.
! » Responsible Person(s):
i : SFGH Privacy Officer
| ’ CHN Senior Information Systems Manager
| o |
i | |
| ] |
1
| I ! '
| | |
!
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