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i The following reflects the findings of the Department
of Public Health during a complaint/breach event
visit:
Complaint Intake Number:
CA00268593 - Substantiated
Representing the Department of Public Health:
Surveyor ID # 25730, HFEN
The inspection was limited to the specific facility
_|event investigated and does not represent the
findings of a full inspection of the facility.
Health and Safety Code Section 1280.15(a) A OF PUBUC HEALTH
clinic, health facility, home health agency, or
hospice licensed pursuant to Section 1204, 1250,
1725, or 1745shall  prevent unlawful or APR 1 3 20]2
unauthorized access to, and use or disclosure of,
patients'’ medical information, as defined in L&C DIVISION
subdivision (g) of Section 56.050f the Civil Code SAN FRANCISCO
and consistent with  Section 130203. The
department, after investigation, may assess an ;
administrative penalty for a violation of this section '
of up to twenty-five thousand dollars ($25,000) per
patient whose medical information was unlawfully
or without authorization accessed, used, or
disclosed, and up to seventeen thousand five
hundred dollars ($17,500) per subsequent
occurrence of unlawful or unauthorized access,
use, or disclosure of that patients' medical
information.
Violation of Health and Safety Code 1280.15(a) for Health & Safety Code Section; 1280.15 (a);
fanlur.e to prev.ent unaut.horlzed access to patients' A clinic, health facility, home health agency,
medigal.iacards: | SUERNIAIRE or hospice licensed pursuant to Section
312712012 10:25:18AM
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Any deficiency statement ending with an asterisk (*) denotes a deficiency which the institution may be excused from correcting providing itis determined
that other safeguards provide sufficient protection to the patients. Except for nursing homes. the findings above are disclosable 90 days following the date
of survey whether or not a plan of correction is provided. For nursing homes, the above findings and plans of correction are disclosable 14 days following
the date these documents are made available to the facility. If deficiencies are cited, an approved plan of correction is requisite to continued program

paricipation.
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(X4) 10 SUMMARY STATEMENT OF DEFICIENCIES (o] PROVIDER'S PLAN OF CORRECTION {X5)
PREFIX (EACH DEFICIENCY MUST BE PRECEEDED BY FULL PREFIX (EACH CORRECTIVE ACTION SHOULD BE CROSS- COMPLETE
TAG REGULATORY OR LSC IDENTIFYING INFORMATION) TAG REFERENCED TO THE APPROPRIATE DEFICIENCY) DATE
The following reflects the findings of the Department 1204, 1250, 1725, or 1745 shall prevent
of Public Health during a complaint/breach event inla\@Bi or unauthorized access to, and use
visit: ordi ureof, patients’ medical
nforp@ion , as defined in subdivision )g) of
Complaint Intake Number: ; _>.D Sect. 56.0§ of thepivilcode and
CA00268593 - Substantiated G -0 SuRehntwith Section 160803
o . L
Representing the Department of Public Health: S o | Actig¥s): . :
P 9 P : Q9 rhe & Francisco General Hospital (SFGH) Ongoing
SHEeyEl B2 8 0, HEEN B 3| rivley Officer or designee conducts periodic,
N Q ™| randd® electronic audits of the on-line Lifetime
The inspection was limited to the specific facility Cliffen! Record (LCR), the SFGH patient health
_|event investigated and does not represent the infopfR3tion electronic medical record system, to
findings of a full inspection of the facility. momgar for unauthorized access to patient
) protected health information (PHI) by any SFGH
Health and Safety Code Section 1280.15(a) * or UCSF employee in accordance with HIS
clinic, health facility, home health agency, or Policy 6.1/Patient Privacy LCR Audit (see
hospice licensed pursuant to Section 1204, 1250, Attachment 1). These electronic audits are also
1725, or 1745shall  prevent unlawful or triggered by admission of an SFGH or UCSF
unauthorized access to, and use or disclosure of, employee to SFGH as a patient, by a request via
patients’ medical information, as defined in phone or email by anyone who has concerns,
subdivision (g) of Section §6.05 of the Civil Code and by high profile cases reported to the Privacy
and consistent with Section  130203. The Officer by the Administrator on Duty (AQD) (e.g.,
department, after investigation, may assess an high profile media cases, admission of a VIP).
administrative penalty for a violation of this section As described in the 2567 received March 30,
of up to twenty-five thousand dollars ($25,000) per = . A
) e 5 2012, the facility had provided documentation at
patlent' whose medl.cal . information was unlawfully the time of the May 2011 investigation that the
or without authorization accessed, wused, or employeeinvolved in this privacy breach had
disclosed, and up to seventeen thousand five been oriented to their responsibilities to protect
hundred  dollars  ($17,500)  per  subsequent the confidentiality of patient protected health
occurrence of unlawful or unauthorized access, information (PHI) and to medical information
use, or disclosure of that patients' medical privacy requirements, yet still they accessed the
information. record without authorization.
Violation of Health and Safety Code 1280.15(a) for Atthe fime of the incident investigation in May | May 2011
failure to prevent unauthorized access to patients’ 2011, the Depgrtment of P“’b"c Health had
medical records: Substantiated poRvenetld ervacy Sttt attende.d by DPH
nd UCSF Privacy Officers to establish priorities,
EventID:T1JO11 372712012 10:25:18AM .
LABORATORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE TITLE (X6) DATE
Any deficiency statement ending with an asterisk (*) denotes a deficiency which the institution may be excused from correctirg providing it is determined
that other safeguards provide sufficient protection 1o the patients. Except for nursing homes. the findings above are disclosable 90 days following the date
of survey whether or not a plan of correction is provided. For nursing homes, the above findings and plans of correction are disclosable 14 days foliowing
the date these documents are made available to the facility. If deficiencies are cited, an approved plan of correction is requisite fo continued program
patticipation.
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(Xd) 10 SUMMARY STATEMENT OF DEFICIENCIES [s] PROVIDER'S PLAN OF CORRECTION (X5)
PREFIX (EACH DEFICIENCY MUST BE PRECEEDED BY FULL PREFIX (EACH CORRECTIVE ACTION SHOULD BE CROSS- COMPLETE
TAG REGULATORY OR LSC IDENTIFYING {INFORMATION) TAG REFERENCEDT O THE APPROPRIATE DEFICIENCY) DATE
The following reflects the findings of the Department agreements, and responsibilities, including the
of Public Health during a complaint/breach event deyelgpment of a security/privacy committee at
visit: SFI3# to enhance the SFGH Privacy program.
Foyaming receipt of the 2567 on March 30,
Complaint Intake Number: @ 1. x |20{X}he Chief Executive Officer, Chief Nursing | Apfil 13,
100268593 - Substantiated 5 o 3 | Of§eny, Chief Operating Officer, UCSF Associate 2012
o e DeakIChief of Staff, and the SFGH Privacy
Representing the Department of Public Health: g % '(: issued a memo to all SFGH and UCSF
Surveyor ID # 25730, HFEN o® steimla email notifying staff of this recent
8 © I | prigagy breach. The memo was issued to staff
The inspection was limited to the specific facility oT ™= | asageminder regarding the Department of
event investigated and does not represent the ﬁ“e?"h (DPH) and SFGH policies about
‘I findings of a full inspection of the facility. theRgllowing:
Health and Safety Code Section 1280.15(a) A ‘employee responsibilities when accessing
clinic, health facilty, home health agency, or confidential patient protected health information
hospice licensed pursuant to Section 1204, 1250, (PHI).
1725, or 1745 shall prevent unlawful  or . A
unauthorized access to, and use or disclosure of, requirements t? pass'word prote:ct/enc['ypt
. . E - . . portable electronic devices on which patient
pENERG qiedisa) | Sipgmatipgs —Es defined, in protected health information (PHI) is stored,
subdivision (g) of Section 56.05 of the Civil Code
and  consistent with Section  130203. The *the penalties for violating these polices as
department, after’ investigation, may assess an well as the penalies for violating provisions of
administrative penalty for a violation of this section SB541 and AB211 (see Attachment 2).
of up to twenty-five thousand dollars ($25,000) per
patient whose medical information was unlawfully The memo was also posted on the Community
or without authorization accessed, used, or Health Network (CHN) webpage for all CHN April 13,
disclosed, and up to seventeen thousand five users (see Attachment 3). 2012
yundred  dollars  ($17,500)  per subsequent
sccurrence of unlawful or unauthorized access, In consultation with the SFGH Privacy Officer, .
ise, or disclosure of that patients' medical the SFGH Directors of Risk Management and April 13,
nformation. Regulatory Affairs reviewed the Privacy and 2012
Security training module in the on-line SFGH
HealthStream course as well as reviewed and
Violation of Health and Safety Code 1280.15(a) for updated the power point presentations about
‘ailure to prevent unauthorized access to patients’ privacy and patient information security to
nedical records: Substantiated selected employee and manager groups to
Event ID:T1JO11 312742012 10:25:18AM
LABORATORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE TITLE (X6) DATE
Any deficiency statement ending with an asterisk (*) denotes a deficiency which the institution may be excused from correcting providing it is determined
that other safeguards provide sufficient protection to the patients. Except for nursing homes, the findings above are disclosable 30 days following the date
of survey whether or not a plan of correction is provided. For nursing homes, the above findings and plans of correction are disclosable 14 days following
the date these documents are made available to the facility. if deficiencies are cited, an approved pian of correction is requisile fo continued program
participation.
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{X4) 1D SUMMARY STATEMENT OF DEFICIENCIES 10 PROVIDER'S PLAN OF CORRECTION (Xs)
PREFIX (EACHDEFICIENCY MUST BE PRECEEDED BY FULL PREFIX (EACH CORRECTIVE ACTION SHOULD BE CROSS- COMPLETE
TAG REGULATORY OR LSC IDENTIFYING INFORMATION}) TAG REFERENCED TO THE APPROPRIATE DEFICIENCY) DATE
The following reflects the findings of the Department include SB 541 and AB 211 provisions (see
of Public Health during a complaint/breach event Attachments 4, 5, 6).
visit: L2,
T@SFGH Privacy Officer and the Director of To beain with
Complaint Intake Number: e _ latt_)ry Affair_s will cond_uct an eduga}ional the A;?ril 2%,
CA00268593 - Substantiated 5 = = i ation session regarding !he provisions of | 212
a8 = S8941 and AB211 as well as investigation Management
Representing the Department of Public Health: g O =l @gs fltom recent pay breac,hes within the | orum
Surveyor ID # 25730, HFEN z % - nization at the following meetings (see Megt]ng and
§8 x5 B e com e
The in.specti.on was limited to the specific facility 8 < r?_, El:;sclggvg)gatgl;ftléig;rﬂggtee by l\fay '30,
) eve.nt mveshgatgd and c.ioes not repr.e.sent the Medical Executive Committee 2012.
findings of a full inspection of the facility. Management Forum Meeting
Health and Safety Code Section 1280.15(a) A N:lgnitoring:
clinic, health facilty, home health agency, or The SFGH Privacy Officer or designee
hospice licensed pursuant to Section 1204, 1250, continues to conduct periodic, random electronic | Ongoing
1725, or 1745shall prevent unlawful or audits of the LCR to monitor for unauthorized
unauthorized access to, and use or disclosure of, access to patient protected health information
patients' medical information, as defined in (PHI) by any SFGH or UCSF employee in
subdivision (g) of Section 56.05 of the Civil Code accordance with HIS Policy 6.1/Patient Privacy
and consistent with Section 130203. The LCR Audit (see Attachment 1).
department, after investigation, may assess an The SFGH Privacy Officer and the CHN Senior
administrative penalty for a violation of this section Information Systems Manager pfesent an annual
of up to twenty-five thousand dollars ($25,000) per report regarding privacy issues to the SFGH Ongoing
patient whose medical information was unlawfully Quality Council. In addition, they report any
or without authorization accessed, used, or incidents of non-compliance with DPH and
disclosed, and up to seventeen thousand five SFGH privacy policies which occur during the
hundred dollars ($17,500) per  subsequent year at the next scheduled SFGH Quality
occurrence of unlawful or unauthorized access, Council meeting.
use, or disclosure of that patients’ medical
information. Responsible Person(s):
SFGH Privacy Officer or designee
SFGH Director of Regulatory Affairs
Violation of Health and Safety Code 1280.15(a) for
failure to prevent unauthorized access to patients’
medical records: Substantiated
Event ID:T1JO11 3/2712012 10:25:18AM
LABORATORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE TITLE (X6) DATE
Any deficiency statement ending with an asterisk {*) denotes a deficiency which the institution may be excused from correcting providing it is determined
that other safeguards provide sufficient protection to the patients. Except for nursing homes, the findings above are disclosable 90 days following {he date
of survey whether or not a plan of correction is provided. For nursing homes, the above findings and plans of correction are disclosable 14 days following
the date these documents are made available to the facility. If deficiencies are cited, an approved plan of correction is requisite to continued program
participation.
State-2567 o Aot6
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DEPARTMENT OF PUBLIC HEALTH

STATEMENT OF DEFICIENCIES (X1) PROVIDER/SUPPLIER/CLIA ‘ (X2) MULTIPLE CONSTRUCTION (X3) DATE SURVEY
AND PLAN OF CORRECTION {DENTIFICATION NUMBER: COMPLETED
A.BUILDING
050228 8. WING 05/16/2011
NAME OF PROVIDER OR SUPPLIER STREET ADDRESS, CITY, STATE, i CODE
SAN FRANCISCO GENERAL HOSPITAL 1001 Potrero Ave, San Francisco, Ca 94110-3518 SAN FRANCISCO COUNTY
(X4) ID SUMMARY STATEMENT OF DEFICIENCIES o) PROVIDER'S PLAN OF CORRECTION (%5)
PREFIX (EACH DEFICIENCY MUST BE PRECEEDED BY FULL PREFIX (EACH CORRECTIVE ACTION SHOULD BE CROSS- COMPLETE
TAG REGULATORY ORLSC IDENTIFYING INFORMATION) TAG REFERENCED TO THE APPROPRIATE DEFICIENCY) DATE
Continued From page 1
Informed Medical Breach
Health and Safety Code Section 1280.15 (b)(2), u
A clinic, health facility, agency, or hospice shall
also report any unlawful or unauthorized access to,
or use or disclosure of, a patient's medical
information to the affected patient or the patient's
representative at the last known address, no later
than five business days after the wunlawful or
unauthorized access, use, or disclosure has been
detected by the clinic, health facility, agency, or
hospice."
The CDPH verified that the facility informed the C A DEPT OF
affected patient(s) or the patient's representative(s) PUBUC HEALTH
of the wunlawful or unauthorized access, use or
disclosure of the patient's medical information. APH 2012
On 5/2011, the facility Privacy Officer mailed
notices to the sixty-five (65) English speaking | L&C DIVISION
patients explaining the breach of their medical SAN FRANCISCO
records. '
On 5/23/11, the facilty Privacy Officer mailed
notices to the thily three (33) non-English
speaking patients explaining the breach of their
medical information in their primary language.
1280.15(a) Health & Safety Code 1280 :
(@ y Health & Safety Code Section: 1280.15 (a)
- . A clinic, health facility, home health agenc
(a) A clinic, health facilty, home health agency, or Jic, nea Ty, { 9 Y,
. . - or hospice licensed pursuantto Section
hospice licensed pursuant to Section 1204, 1250, 1204, 1250, 1725, or 1745 shall prevent
. ] ] )
1725, or 174d5 shall ;:;ev;s:nt unla;wful.or L:nauthonzed unlawful or unauthorized access to, and use
access to, and use or disclosure of, patients or disclosure of, patients’ medical
Event ID:T1JO11 3/27/2012 10:25:18AM
LABORATORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE TITLE (X6} DATE
Any deficiency statement ending with an asterisk (*) denotes a deficiency which the institution may be excused from correcting providing it is determined
that other safeguards provide sufficient protection to the patients. Except for nursing homes, the findings above are disclosable 80 days following the date
of survey whether or not a plan of correction is provided. For nursing homes, the above findings and plans of correction are disclosable 14 days following
the date these documents are made available to the facility If deficiencies are cited, an approved plan of cofrection is requisite to continued program
participation.
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STATEMENT OF DEFICIENCIES (X1) PROVIDER/SUPPLIER/CLIA (X2) MULTIPLE CONSTRUCTION {%3) DATE SURVEY
AND PLAN OF CORRECTION IDENTIFICATION NUMBER. COMPLETED
A. BULDING
050228 B WING 05/16/2011
NAME O F PROVIDER O R SUPPLIER STREET ADDRESS. CITY, STATE, ZIP CODE
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(X4) 10 SUMMARY STATEMENT OF DEFICIENCIES 10 PROVIDER'S PLAN OF CORRECTION (X5)
PREFIX (EACH DEFICIENCY MUST BE PRECEEDED BY FULL PREFIX (EACH CORRECTIVE ACTION SHOULD BE CROSS- COMPLETE
TAG REGULATORY OR LSC IDENTIFYING INFORMATION) TAG REFERENCED TO THE APPROPRIATE DEFICIENCY) DATE
Continued From page 2 information , as defined in subdivision )g) of
medical information, as defined in subdivision (g) of Section 56.05 of the Civil code and
Section 56.05 of the Civil Code and consistent with consistent with Section 130203.
Section 130203. The department, after AND
investigation, may assess an administrative penalty
for a violation of this section of up to twenty-five .
22 DIVS CH1 ART?7-70707 y
thousand dollars ($25,000) per patient whose ;i ¥ CH1 ART7-70707 (a) (b) (6) Patients
medical information was unlawfully or without patients; rights to (8) confidential
authorization accessed, used, or disclosed, and up i;';aatment ;Jf all communication and records
to seventeen thousand five hundred dollars pertaining to the care and the stay in the
($17,500) per subsequent occurrence of unlawful or hospital. Written permission shall be
unauthorized access, use, or disclosure of that obtained before the medical records can be
patients’ medical information. For purposes of the made available to anyone not directly
investigation, the department shall consider the concerned with the care.
clinic's, health facility's, agency's, or hospice's
history of compliance with this section and other Action(s):
related state and federal statutes and regulations, The San Francisco General Hospital (SFGH) Ongoing
the extent to which the facility detected violations Privacy Officer olrdesigneeconduct.s per!odi'c,
and took preventative action to immediately correct random electronic audits of the on-line Lifetime
and prevent past violations from recurring, and Clinical Record (LCR), the SFGH patient health
factors outside its control that restricted the |nforf:1at|fon elect{tc]ml.c n:jedlcallre(t:ord T}'Sttem: to
facility's ability to comply with this section. The L e el L
department shall have full discretion to consider all pro&%:éid hea:th |nfqrmat|on d(PHl) bYt:%SSFGH
factors when determining the amount of an e empioyce In.accor NS
e 1 i Policy 6.1/Patient Privacy LCR Audit (see
administrative penalty pursuant to this section. Attachment 1), These electronic audits are also
e triggered by admission of an SFGH or UCSF
T22 DIV5 CH1 ART7-70707(a)(b)(8) Patients' Rights employee t)é SFGH as a patient, by a request via
i i phone or email, and by high profile cases
(a) Hospitals and medical staffs shall adopt a reported to the Privacy Officer by the
written policy on patients' rights. Administrator on Duty (AOD), e.g., high profile
(b) A list of these patients' rights shall be posted in media cases, admission of a VIP.
both Spanish and English in appropriate places . . )
within the hospital so that such rights may be read ?gtdzestﬁﬂbfd,;,r: t:e(’2567 fgc:':ed Marc? 30' {
by patients. This list shall include but not be limited N € laciklyiha prO\{I y .ocqmenalon a
fo the patients' righis to: the time of the May 2011 investigation that the
’ ‘ employee involved in this privacy breach had
been oriented to their responsibilities to protect
Event ID:T1JO11 3/27/2012 10:25:18AM
LABORATORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE TITLE (X6) DATE

CADEPTOF PUBHE HEATH

Any deficiency stalement ending with an asterisk (*) denotes a deficiency which the institution may be excused from correcting providing itis determined

that other safeguards provide sufficient protection to the patients. Except for nursing homes, the findings above are disclosable 90 days following the date

of survey whether or not a plan of correction is provided. For nursing homes, the above findings and plans of correction are disclosable 14 days fojlowing

the date these documents are made available to the facility. If deficiencies are cited, an approved plan of correction is requisite to confinued progAk H ] 3 20]2
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STATEMENT OF DEFICIENCIES (x1) PROVIDER/SUPPLIER/CLIA (X2) MULTIPLE CONSTRUCTION {X3) DATE SURVEY
AND PLAN OF CORRECTION IDENTIFICATION NUMBER COMPLETED
A. BUILDING
050228 B. WING 05/16/2011
NAME OF PROVIDER OR SUPPLIER STREET ADDRESS, CITY, STATE, ZIP CODE
SAN FRANCISCO GENERAL HOSPITAL 1001 Potrero Ave, San Francisco, Ca 94110-3518 SAN FRANCISCO COUNTY
(X4)iD SUMMARY STATEMENT OF DEFICIENCIES 10 PROVIDER'S PLAN OF CORRECTION {X5)
PREFIX (EACH DEFICIENCY MUST BE PRECEEDED BY FULL PREFIX {EACH CORRECTIVE ACTION SHOULD BE CROSS- COMPLETE
TAG REGULATORY OR LSC IDENTIFYING INFORMATION) TAG REFERENCED TO THE APPROPRIATE DEFICIENCY) DATE
Continued From page 3 the confidentiality of patient protected health
e . information (PHI) and to medical information
(8) Confidential treatment of all communications privacy requirements, yet still they accessed the
and records pertaining to the care and the stay in record without authorization.
the hospital. Written permission shall be obtained
hefore the medical records can be made available At the time of the incident investigation in May May 2011
to anyone not directly concerned with the care. 2011, the Department of Public Health had
convened a Privacy Summit attended by DPH
These regulations were not met as evidenced by: and UCSF Privacy Officers to establish priorities,
agreements, and responsibilities, including the
Based on interview and record review the facility development of a security/privacy committee at
failed to ensure the confidentiality of the medical SFGH to enhance the SFGH Privacy program.
information of 98 patients when a staff person
accessed their computerized medical records Following receipt of the 2567 on March 30, Aoil 13
without authorization and without justification. 2012, the Chief Executive Officer, Chief Nursing 28?2 '
. Officer, Chief Operating Officer, UCSF Associate
Findings: Dean, Chief of Staff, and the SFGH Privacy
Officer issued a memo to all SFGH and UCSF
On 5/16M1at 10:30 AM, the facility Privacy Officer staff via email nofifying staff of this recent
(PO) stated that on 5/3/11 the grandmother of piac) b.r it o Was ol
; ; as a reminder regarding the Department of
Patient 1 expressed concern to a nurse that a’ staff Public Health (DPH) and SFGH policies about
person was viewing the confidential computerized the following:
medical records of Patient 1. The PO stated the
nurse reported this and the concern was eventually *employee responsibilities when accessing
brought to his attention on 5/3/11.  The PO confidential patient protected health information
researched Patient 1's medical record and identified (PHI),
two employees, Staff 1(S1) and Staff 2(S2), who
may not have been authorized to access Patient *requirements to password protect/encrypt
1's record. In an interview on 5/3/11 the PO was portable electronic devices on which patient
able to verify with S1, an insurance eligibility protected health information (PHI) is stored,
worker, that she did have a justified reason to
access Patient 1's medical record. *the penalties for violating these polices as
well as the penalties for violating provisions of
The PO indicated S2was an employee of another SB541 and AB211 (see Attachment 2).
facility (Facility B) who was working on a research eI l501pa15d dhuhelCaraaTiiisy
grant which utilized the patients at this facility
e . Health Network (CHN) webpage for all CHN April13,
(Facility A) and that S2 had been given computer users (see Attachment 3). | 2812
Event ID:T1JO11 3/127/2012 10:25:18AM
X6) DATE

LABORATORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE
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that other safeguards provide sufficient protection to the patients. Except for nursing homes, the findings above are disclosable 90 days following the date
of survey whether or not a plan of correction is provided. For nursing homes, the above findings and plans of correction are disclosable 14 days ABRing ] 3 20]2
the date these documents are made available to the facility. If deficiencies are cited. an approved plan of correction is requisite to continued program
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Continued From page 4 In consultation with the SFGH Privacy Officer, Apil 13
access at Facilty A with the understanding that the SFGH Directors of Risk Management and 2012
she confined her work to the patients who were Regulatory Affairs reviewed the Privacy and
subjects in the research grant. The PO stated that ff""l't';gt"a'mng module in t::e on-hr.1e S’;GH q
neither Patient 1 nor Patient 1's mother were oa foam course.aswe as rgwewe i
) . updated the power point presentations about
subjects in the research. . i . .
privacy and patient information security to
selected employee and manager groups to
The PO reported that on 5/4/11 two of the Facility B include SB 5811yand AB 211 p?ovigionsp(see
physicians in charge of the research project, MD1 Attachments 4, 5, 6).
and MD2, interviewed S2and  S2 admitted -
accessing Patient 1's medical record. S2told the The SFGH Privacy Officer and the Director of
physicians she had accessed Patient 1's records Regulatory Affairs will conduct an educational | To begin with
out of curiosity since he (Patient 1) and his mother information session regarding the provisions of | the April 24,
were involved in a motor vehicle accident in her SB 541 and AB211 as well as investigation 2012
neighborhood. findings from recent privacy breaches within the [li_/l;?jangemenl
organization at the following meetings (see Meeting and
The PO stated S2 had been fully oriented to the Attachment 6 ): anticipgte
‘| medical information privacy requirements and he o Nursing Executive Committee completion
provided documentation which included o0 Executive Staff Committee by May 30,
"Confidentiality, @~ Employee and Business 0 Medical Executive Committee 2012,
Information" signed by S2on 7/31/03, "Protected o Management Forum Meeting
Health Information and Privacy Breaches" signed o
by S2on 7/8/10, "Ethics Briefing" Certificate of Monitoring: )
Completion awarded to S2on 4/13/07, "2010 The SFGH Privacy Officer or designee )
HIPPA - Non Clinical’ Certificate of Completion con!mues to conduct penpdlc, random elgctromc Ongoing
awarded to S2on 5/6/0, and "Faciity A - IS audits °tf “‘et,LCT to ’t“°’t‘"grhf°’|;‘h“?‘;‘h°”zt?d
(Information  Services) Security" Cerlificate of perassito PAEIPIC EC CHITReN] |HIONmEon
Completion awarded to S2 on 4/6/09 (PERLy.any S.FGH oruEsh emplageein
' accordance with HIS Policy 6.1/Patient Privacy
LCR Audit (see Attachment 1),
The PO stated Facility A's Director of Risk ( )
Management had a discussion with  the The SFGH Privacy Officer and the CHN Senior A
grandmother on 5/5/11 to inform her of the medical Information Systems Manager present an annual Ongoing
information breach. report regarding privacy issues to the SFGH
Quality Council. In addition, they report any
During the 5/16/11 interview, the PO stated that he incidents of non-compliance with DPH and
had been in contact with Facility B's Privacy SFGH privacy policies which occur during the
|
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Any deficiency statement ending with an asterisk (*) denotes a deficiency which the institution may be excused from correcting providing it is determined
that other safeguards provide sufficient protection to the patients. Except for nursing homes, the findings above are disclosable 90 days following the date
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STATEMENT OF DEFICIENCIES (X1) PROVIDER/SUPPLIER/CLIA {X2) MULTIPLE CONSTRUCTION {X3) DATE SURVEY
AND PLAN OF CORRECTION IDENTIFICATION NUMBER COMPLETED
A. BUILDING
050228 B. WING 05/16/2011
NAME OF PROVIDER OR SUPPLIER STREET ADDRESS, CITY. STATE. 2IP CODE 7
SAN FRANCISCO GENERAL HOSPITAL 1001 Potrero Ave, San Francisco, Ca 94110-3518 SAN FRANCISCO COUNTY
(X4) 1D i SUMMARY STATEMENT OF DEFICIENCIES D PROVIDER'S PLLAN OF CORRECTION (X5)
PREFIX ! (EACH DEFICIENCY MUST BE PRECEEDED BY FULL PREFIX (EACH CORRECTIVE ACTION SHOULD BE CROSS- COMPLETE
TAG E REGULATORY OR LSC IDENTIFYING INFORMATION) TAG REFERENCED TO THE APPROPRIATE DEFICIENCY) DATE
Continued From page 5 year at the next scheduled SFGH Quality
Officer, Risk Manager, and the Facilty B Council meeting,
physicians responsible for the research project. . .
These persons reported S2 had been placed on Respongnble RETSOn{E) .
B A o SFGH Privacy Officer or designee
administrative leave when the incident was first SFGH Director of Regulatory Afairs
discovered and that S2 had subsequently been
terminated from her employment at Facility B.
During the interview on 5/16/11 Facility A's PO and
the Director of Regulatory Affairs stated they
planned to review S2's computer history at Facility
A from 1/1/08 to the present in order to determine if
S2 had accessed other records without justification
or authorization.
On 5/19/11, the PO completed a final list which
indicated S2 had accessed the medical information
of 98 patients at Facility A without authorization or
justification.
The employee's action to access the patients'
medical information for improper purpose violated CA DEPT OF PUBUC HE AL-” _'
Health and Safety Code 1280.15 and is therefore
subject to the applicable civil penalty assessment.
L&C DIVISION
SAN FRANCISCO
Event ID:T1JO11 312712012 10:25:18AM
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Any deficiency statement endingwith an asterisk (*) denotes a deficiency which the institution may be excused from correcting providing it is determined
that other safeguards provide sufficient protection to the patients. Except for nursing homes, the findings above are disclosable 90 days following the date
of survey whether or not a plan of correction is provided. For nursing homes, the above findings and plans of correction are disclosable 14 days following
the date these documents are made available to the facility. If deficiencies are cited. an approved plan of cosrection is requisite to continued program
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