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The following reflects the findings of the 
Department of Public Health during an entity 
reported incident investigation. 

Complaint Intake Number: 

CA00343755 - Substantiated 


Representing the Department of Public Health: 
Evaluator ID #05251, REHS. Program Manager 

I 
l 

The inspection was limited to the specific entity 
reported incident Investigated and does not 
represent the findings of a full inspection of the 

, facility. 
I 

I 


A 017i 1280.15(a) Health &Safety Code 1280 A017 

!(a) A clinic, health facility, home health agency, or 
i hospice licensed pursuant to Section 1204, 
!I 1250, 1725, or 1745 shall prevent unlawful or 

unauthorized access to. and use or disclosure of, 
patients' medical information, as defined in 
subdivision (g) of Section 56.05 of the Civil Code 
and consistent with Section 130203. The 

j department. after investigation, may assess an 
i administrative penalty for a violation of thi~ 
I section of up to twenty-five thousand dollars 
I ($25,000) per patient whose medical information 
;I was unlawfully or without authorization accessed. 

I 

used, or disclosed, and up to seventeen 
. thousand five hundred dollars ($17,500) per 

subsequent occurrence of unlawful or 
unauthorized access. use, or disclosure of that

l patients' medical information. For purposes of the 
! Investigation, the department shall consider the 
t clinic's, health facility's. agency's, or hospice's 
i history of compliance with this section and other !related state and federal statutes and regulations. 

the extent to which the facility detected violations 
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Iand took preventative action to immediately 
'. correct and prevent past violations from recurring, 
I and factors outside its control that restricted the 

facility's ability to comply with this section. The 
department shall have full discretion to consider 
all factors when determining the amount of an 

! administrative penalty pursuant to this section. 

I 

I 

This Statute is not met as evidenced by: 
Based on interview and record review. the facility 
failed to prevent the unauthorized removal and 
disclosure of confidential medical information for 
57 patients. Employee A removed from the 
hospital and disclosed the medical information of 
the 57 patients. 

IFindings: 

[ On February 26, 2013, an unannounced joint visit 
1 was conducted at the facility with a representative 

from the Office of Health Information Integrity 
(OHll). Investigator 2, to investigate an entity 
reported incident regarding Employee A 
inappropriately removing and disclosing medical 
information on 43 patients records without 
authorization and without a legitimate reason to 
do so. 

IAccording to a facility letter to the Department 
, dated February 12, 2013, and an attachmentIcontaining 43 patient names, the hospital had 
i confirmed that a former employee of the hospital 
i (Employee A) removed and disclosed a number 

of documents from the facility with confidential 
patient infolTTiation. The patient encounters dated 
as far back as 2008. Also. according to the letter, 
the breach was discovered during a recent court 

!mediation hearing· involving the former employee 
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(Employee A). 
j 

\ During an interview on February 26. 2013, at
Iapproximately 10:30 a.m .. Employee B (Chief 

Nursing Officer) stated that in a recent court 
hearing on November 6, 2012 involving Employee I. A, she (Employee 8) and Employee C (Chief 

t Executive Officer) observed the Court mediator 

l"going through documents that looked like copies 
, of medical records." When the Court mediator 
· was questioned as to how the documents were 
I obtained, Employee B and Employee C were told 
1 that they were made available by Employee A. 
I The records, which spanned from 2008 through
I2011 . were eventually given back to the hOspital 

1 and at that time it was determined that 43 
I patients had their medical information .inappropriately removed from the hospital and I

I 
I 

disclosed. According to Employee B. Employee 
A did not have a legitimate reason to remove and 
disclose the medical record information which, 
also according to Employee B, was apparently 
being done to "support her claims" against the 
hospital in court. Also, according to Employee 6, 

j none of the identified patients had signed a 

ti consent authorizing Employee A to disclose their 
medical record information. 

I 

j According to an e-mail exchange between 
1 Attorney 1 (Hospital Attorney) and Attorney 2 
!(Employee A's attorney), the documents 
! containing the protected health information of 43 

patients, were given back to Attorney 1. Also, in 

I 
an e-mail dated January 4, 2013, Attorney 2 

i responds back to Attorney 1, that his client 
(Employee A) had "no further documents of any 
type on this matter" after Attorney 1 had inquired 

1
I if Employee A still retained "other unproduced 
!documents that contain protected health 
I infoimation." The documents containing the 
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SGVMC promptly notified the affected I 

04/03!13patients of the breach. The additional 23 
palients identified during the investigation byl 
your department were notified on April 3,

IAccording to the facility letter/attachment, dated 

Ij confidential patient information were given back 
to the hospital via Attorney 1. 

2013. These patients were part of a census • 
j February 12, 2013, there were 43 patients who ' sheet or "24 hr Controlled Substance I 

I
had their medical information removed from the Administration Record" I 
hospital and disclosed by Employee A On 


Plan:
March 12, 2013, during a review of material 
The documents removed by the former

Icontained on a compact disc (CD) provided by 
I employee were ~ard copies of patient's lEmployee D (Director, Quality and Risk 

medical records, census sheets, and event; Management) to the Department and a 

reports. Our facility has implemented
subsequent conversation with Investigator 2, it Ielectronic documentation since the breach.was noted that of the 43 patients listed in the I0.5/ 17113Currently all nursing and ancillary stafffacility letter attachment, 34 patients (Patient #'s 1 

through 34) had documents such as their patie11t documentation is performed electronically. 
We plan to begin the implementation of 

orders. operating room schedu;es, patient Ifacesheets, physician orders. post-operative 
CPOE (Computerized Physician Order 

Iregistration information, patient census data. Entry) in late April-early May. I 
. patient assignment sheets, event reports with I! confidential patient medical information and An Event Reporting computer system has 
j e·malfs containing confidential patient medical 

I 
been developed for all AHMC faci lities. Our 

information removed and disclosed by Employee facility will go live with the system on May 
Awithout authorization. Nine of the 43 patients 6, 2013. This will allow employees to enter 
fisted in the letter attachment had no identifiable all incident report directly into the system 0516113 

l
medical information removed or disclosed. which will be sent to the Quality department 


electronically. 
On March 15, 2013, during further review of other l \ 
patient confidential materials contained on the ! 1Isame compact disc (CD) provided by Employee J M · · I., .001tor10g:
D and, removed/disclosed by Employee A without l 
authorization, were a Patient Census Sheet and a 1 

Information Technology cttrrently monitors jI I 

l 

'j "24 hour Controlled Substance Administration 
Record." The Patient Census Sheet contained an possible electronic HIPAA violations on a 
additional 23 patient names (Patient #'s 35 monthly basis. Monitoring data will be 
through 57), who were not part of the original 43 i reported to the Perfonnance Improvement ! 

05106113
i patients (34 of whom had their confidential Committee on a quarterly basis.I I 
Imedical information removed/disclosed) listed on " 1 

the attachment to the February 12, 2013 facility Responsible Party: iI I 
letter to the Department and this information was ' 

! subsequently confirmed by Investigator 2. The I Director, Information Technology 
'-u-cen-s1-ni;_a_n_ tlo_n_D_ .s.,-io_n______________ _ ___ __..______. 

I I 
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! census sheet contained patient names, medical 
; record numbers, patient's age, and the patient's 
i medical diagnosis. Eleven of those same 
! patients were also Identified on the "24 hour 
! Controlled Substance Administration Record." 
i 
I 
' There was no evidence that any of the 34 patients 

identified in the February 12, 2013 facility 
lettertattachment to the Department and the 23 
patients listed on the Patient Census Sheet/24 
hour Controlled Substance Administration Record 

! had signed a consent authorizing Employee A to 
j remove and disclose their confidential medical 
i record infonnation. 

' 
I A review of the personnel file for Employee A 

revealed that she had signed a hospital 
confidentiality agreement on July 28. 2009 and 
acknowledged on February 12, 2009 that she had 

f reviewed and was cognizant of hospital 
! policy/procedures relating to the 2009 CaliforniaIPrivacy Laws (SB 541 and AB 211). In addition, 

upon hire, Employee A received a Certificate of 
Completion acknowledging that she had read and 
successfully passed the final exam relating to 
"HIPAA Training Handbook for the Healthcare 
Staff: Understanding the Privacy and Security

!Regulations." 

j Dunng an interview with Employee A on March 
26, 2013, at 1:35 p.m., conducted with 

1 Investigator 2, she acknowledged that she had 
i removed materials from the facillty containing Iconfidential patient medical information. 
i According to Employee A, she attached the 

II confidential patient medical infonnation (e.g . 
patient face sheets, post-operative reports, 
physician orders) to facility event reports, along 
with e-mails (some containing confidential patient 
information) and removed them from the hospital. 
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' i Employee A stated that she had 43 sets of these 
j materials (event reports, e-mails. confidential 
Ipatient medical infonnation) that she maintained 
i separately from the original hospital documents. 

Employee A stated that she took the 43 sets of 
materials containing confidential patient medical 
infonnation to her home and stored the 
documents in a locked suitcase/briefcase in a 
locked closet on her premises. There was 

I another individual living with Employee A during 
1at least part of the time that the confidential 

1patient medical information was being stored at
Iher home. Also, according to Employee A, she 
! started to "gather" the materials a week after she 
i was hired (February 2008) to show the "dangers" 
. that were occurring at the hospital. Those same 
l materials containing confidential patient medical 
/ information were eventually disclosed during IEmployee A's court arbitration hearing. 

I 
The facility railed to prevent the removal and 
disclosure of confidential medical information and 
safeguard the medical record infonnalion of 57 

I patients from being used for an unauthorized 
; purpose. Employee A removed and disclosed the 
l confidential medical information of 57 patients 
: without authorization and without a legitimate 
j reason to do so. 
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