
1

I

I 
I 
I 

1 

' 

I 

I 

( .r f ( j_-( '-
( 
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LABORATORY OIREC TOH'S OR PROV1DER1SUPPLIER REPRESENT A Tll/E'S SIGNA nJRE ( 6) DA TE 

J. /J. /J; 
1\ny deflc.ency stalement endHlll with an astetoak (') denotes a deficiency which I/le 1nslllut1on may be 81<cuaed rro111 correctmg providing 1t 1s determined 

 The following reflects the findings of the Department 
or Public Health during a complaint/breach event 
visit 

 
Complaint Intake Number. 

CA00306519 - Substantiated 

Representing the Department of Public Health 
Surveyor ID II 27945, HFEN 

The 1nspect1on was limited to the specif\c facil ity 
event 1nvest1gated and does not represent the 

findings of a full inspection of the facility 

 Health and Safety Code Section 1280 15(a) A 
 c
1725, 

linic, health facility home health agency, or 
 11osplce licensed pursuant to Section 1204, 1250,

or 1745 shall prevenl unlawful or 

unauthorized access to. and use or disclosure of 

patients' medical 1nformat1on. as defined In 

I subd1v1slon (g) of Section 56 OS of the C1v11 Code 
'and consistent with Section 130203 The 
department , after Investigation, may assess an 
adm1nistrat1ve penalty for a violation of this section 
of up to twenty-rive thousand dollars ($25,000) per 
patient whose medical information was unlawfully 
or without authorization accessed. used. or 

disclosed, and up to seventeen thousand five 
1 

hundred dollars ($17.500) per subsequent 

occurrence of unlawful or unauthorized access. 

I 
use, or disclosure of that patients' medical 
information. 

For purposes of the 1nvest1gation the department 

shall consider he clinic's health facility's . 
agency's, or hospice's history of co p ance w1lh 

lnal 01her sategu rds provide !IUfllClent protecllon to the pabents Except tor nursing homes, the findings above re d1sclosable 90 days following the dale 

or survey whether or not pla11 or 11ection is provided For nursing homes the above findings nd plans of Corre uon are dlsciosable t 4 days following 

Iha d 1e lhese docurnenl! re made available to the faclllly II deficiencies are Cited. n app1oved pl n ol correc11on Is requisite to continued program 

part1c1pa1oon 
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Any WltCtency statement ending Ynlh an asten'I< ('I denotes a defoc1ency wtuc/1 the 1nshtul10n may be excused from correcting prov 1ng it 1 determmeo 
that other sareg rds prov1<1e sutf1G1ent protectlon to the pat>enls E.xcep ror nu.1ng homes the findings above are dlsciosable 90 d ys rollow1ng the dale 

ot survey whether or riot a olan of correCIJon 11 provided For nursing homes lhe above findings and plans or c.o<recuon are dtsctosable 14 days lollow1ng 

the elate these documents are made available 10 t11e rac1ilty II defic1enc1es are cited n po1oved plan or correc11on Is requ1s1111 to con11m1ed program 

p r•1c1pal1011 
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Continued From page 1 

I this section and other related state and rederal 

I
1 statutes and regulations, the extent to which the 

I
facility detected violations and took preventative 

I
action to immediately correct and prevent past

violations from recu1n119, and factors outside Its 

I 
control that restricted the facility's ability to comply 

with this seclton The department shall have full 

1 
discretion to consider all rac101s when delerm1n1ng 1
the amount of an adm1n1stra1tve penalty pursuant to

lhts section 

Health and Safety Code Section 1280 
1 I15 (b)(2), " 

A cllnlc, l1eallh facility , agency, or hospice st1all 

also report any uni wful or unauthorized access to, 

or use or disclosure of, a patient's medical 

J Information to the affected patient or the pailent's 

r n iv
I 

rep ese tat e at the last known address, no later 

than llve business days after the unlawful or 

1 
unauthorized access, use, or disclosure has been I
detected by the cl1n1c, health facility, agency. or 

hospice" I

I The CDPH verified tt1at the facility informed tile 
affected palient{s) or 1110 patient's representat1ve(S) I
of the unlawful or unauthorized access. use or 

disclosure of the patient's medical information 

Based on 1nterv1ew and document review. the 

fac1hty failed to prevent the unauthonzed access by 
Busmess Staff B to the medical records of four 

patients on 3/14f12 (Patients 1 2, 3 and 4) • 

During an interview 011 5/10112 al 3 pm, 
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Continued From page 2 
i\dm1nislrahve Staff A (Adm111) verified that she had 

reported to lhe Department on 4/12112 al 2 14 pm, 

the unauthorized access to the private 11eallh I
1nfom1ation (PHI) of Patients 1 2 3 and 4 by 

Business Staff (Bus Staff) B Atlm1n Staff A stated 
the facility became aware · of the breach during a 

routine audit conducted on 4/9/12 at 9·57 am Bus 

Staff B had accessed all four patients' electronic 

' medical re ords on 3/14/12 starting at 1 :53 pm and 

I ending at 1 :58 pm He used his own login and 

password to access the records. Admin Staff A 
confirmed that all four patients were Bus Staff B's 

I
relatives, and that they had been notified by 

I certified lelter on 4/'12/12 at 3 pm. 

/ On 5/10/12, copies of the computer searches 

I (query search} on 3/14/12 made by Bus Staff B for 

Patients I, 2, 3, and 4 were reviewed. During this 
penod. Bus Staff B made one search each for 

Patients 1 2, 3, and 4 In tl1 e facility's computerized 

i 
patient 1nforrnat1on filing system (Meditech} The 

1nfonnat1on accessed by Bus Staff B included 
Patients 1, 2 3, and 4's demographics including 

1 their name, date of birth, physician's name, 
allergies, physician's orders, lab results, vital signs 
diagnoses and various nur ing assessments 

The facility's policy "Corrective Process for 

I Breach," dated 4/'10/12 was reviewed. The policy
defined a "Breach of Patient Privacy or 

J
Confidentiality" occurred when any staff member 

accessed or reviewed PHI for any reason and not 
necessary to the employee's rote 111 t11e provision of 
care and treatment. The policy also 

mdicated a breach had occurred when any staff 
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Any defiel nc;;y statement ndlng with an astensk ('J denotes a deflr.•ency which the Institution m y bee cused from co1rectu1g prov1d1ng 1! 1s dele1m1ned 

lhat ollier safeguards provide sufficient protecloon to lhe palJents Except for nursing 11om&s, the findings above a1e disclosable 90 days following the date 
of survey whether or not plan of cor1ec11on os provided For nurs ing homes, the abo e find111gs nd plaf'\s or conecllon are dlsclosable 14 days following 

lhe date 111ese documents are n1ade available to lhe facility If deficiencies 1e cited. an appoove plan of Lorrect1011 •s reqUI lte lo continued prograon
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Continued From page 3 

I member "discloses any 1nd1v1dual's Pl II for
purposes not relalecl lo patient care and lreat111e11t " 

On 2/27112. Bus Staff B had signed a facility, 

"Privacy & Data Security Education Update IHIPAA 
Tra1111ng Acknowledgement Fo rm" certifying that, "I 

I
have read and understand this Acknowledgement 

Form and hereby agree to fully comply with 11" 

On 5/10/12 at 4·30 pm, Admin Staff A verified that I 
on 3/14/12, B us Staff B's access to Patients I, 2. 3 
and 4's PHI was unaut11onzed and lhat Patients 1, 


2 3 and 4 had not given Bus Staff B aulhonzation 


to view their records 


'H 
0 ! 

\EA 
5) 

( 'OHfiE'.: 1 IVE A 'TION SHOULll BE CROSS
REFERtNCED 10 

COMPLETE 

1 HE APPiX 0 f'f{l/I IE DEFICIEl•CYI DAfE TllG r110 

()4/ I 

1
h.: tcn111n<1l _/I ) 

I Fil· ·don .t/l _fl_ 

111 l 1 un:iu1h11n1.cJ t11.:n:" [11 clc.:1runic I 
111cd1Lal r.:,·ord'

I011g,11ng. I 

i.: 

bcry n ·w SNMll ,·111rl(lyce 
Hll[llctc' New Htn: 011 t, ·n1;1t i1111 \I ltii.:h 

I 

m ll n H A . 
i :lml..:' cducal11111 IP and I 1g1111y 
11 l. ·alt h l'ri\'a,y Dara ' s,·l'\11 ii) Pulic1L''· 

lmamlalury Annually. every L'l11(1lll)l.!1.'. 'llllll'I ·l ·ϊ 
1ra111111g 1111 HIP and LJignil) 

1-k<rllh I nva l · C 
I 

c\i [)111,1, I.! ·urity Poli ·ic' 
I 

 

vent ID.MWRG11 1/2912013 8:08·07AM 

LABORATORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE TITLE ( 6) IJAr 

Any deficiency slalement endirig wllh an slensk ('l tJenotes del1c1ency wh1cl1 rhe 1nsU ut1011 lllay be excusdl rrom correcting providing 111s determined 


l11at olner saregL1ards provide sufficient p101ect1011 10 Ifie pallenls xcept for nursing homes the f1nd1nys above arn dlsclosable 90 days following the dale 

or survey whether or not a pla11 or correa11on is provided For nursing homes. the above findings nd plans of correction are d1sclosable 14 ays fellowing
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