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COMPlETE 

0-TE 

The following reflect9 tho findings of the Department 
of Public Health during • a,mplaintJbreach event 
viu: 

Compainl Intake Number. 

CA00259080 • S~stantiated 

Repreaentinv the Department of Public Health: 
Surveyor ID# 25732, HFEN 

The inspection was limited to the ~fie facility 
tMJnt lnveatlgated and does not represent the 
fll1dlnge ~ a fuH inapection or the facility. 

Health and Safety Code Section 
clinic, health facility. home he1111h 
hoapic:e licensed pursuant to Section 
1725, or 1745 1hall prevent 
unauthOrized accesa to, and use or 
patients' medical infom,atlon, H 

1280.15{a) A 
~. or 
1204, 1250, 

unlawful or 
dilClosura of, 

defined in 
IUbdivislon (g) of Section 56.05 of the CMI Cade 
end contietent with Sedion 130203. The 
department, altar investigation, may '"811 an 
adminilltra1Mt penalty for • violation of thit section 
of up to twenty.fn,e thouaand dollars ($25,000) per 

patient whoae medical infonnation w11 unlawfully 
or without •uthorization acceased, UNd, or 
ditcloMd. and u,> to seventeen lhouaand frve 
hundred dollare ($17,500) 1)8r ,1.1b1eque11t 
occumince of unlawful or unauthori.ted accen. 
UM, or dlldoture of that patienta' medical 
lnfocmation. 
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For purpoaee of the investigation, tt,. dopartnMlnd 'I!	ehan consider the clinic's, health facility't, I 
agency's, or hoepiee'a history of compliance with t II j 
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(X<l)IO SUta!AAV STATtUENl' OF OUICIENC!E& ID 
PIIE,IX !EACH OUlel!HCV MUSTIE PIIE(;ffO(O BY ,UU. P!!Effl 

TAG REOUlATOltf 011 LSC IOElfTl'\'MJ N'OAMIITIONI '"° 
Continued from paf9 1 

this section and Dtt1er related state and fedetaf 
statutet and n,gulltlone, 1tle eict.nt to which th4I 
facilly delld9d vloi.tlont and took ~wntathle 
ac:tion to immedl•-,Y conec;t and preYent pnt 
viOlationl from 19CU1fing, and faetDFI outtide its 
con~ lhet ,atricttd the fac;ility,. ability lo comr;,t, 
with this aec:tion. The departnent ahal have ful 
diacl1l1lon to conaider aN flctora wnen determining 
the amount of an ldminiltnttive penalty pu,9u1n1 IO 
1h11 MC:tion. 

T22 DIVS CH1 ARTT-70751(b) Medical Record 
Availabillty 

lb) TI19 IIMNllcal reaird, incbiing X-ray films, la thl 
Pfopelty of the holpital and ii maintained for the 
benelit of \he patient, the medical alaff and the 
hOlpilal The h09pql shall safeguard the 
infonna1kln in the record again1t Iola, defacement. 
tampering or uae by unaulhoriz~ penions. 

Baed on AICOf'd f911iew and imlltNiew, CM faeility 
failed to maintain the privac:y Ind (;()nfldeml.uty of 
17 patient medic;al re<:of'dl(Patienla 1 to 17) when 
a staff (Ragiaratlon Cl4Nk A) inappropriately 
acce11N tfll petltntl' medical recordl and 
dllCIOHd canfldenllaf · informetlon to· other 
indMdualll not afflllawd with the fllCiNCy, wtllch 
allowed them to manufac:tu,. phony C.llfomia 
Ortve,'1 llc:enaN (COLI). Th-. fraudulent CDl.a 
were uaect to Mt up ...,.,., fraudulent credit Cll'd 
accounts. 

l>q0\ll0fift'S !'VON OF COIIRECT>OH 

\EACH COIIRECTM ACl10M SNOUI.O et CAOSS
REf'EftfHCW TO THE NIPIIOl'R~TE OUtCiEN('VI 

Sl Mary's Medical Center n:quests an 
informal conference wUb the District 
Administrator to discuss the merits ofthe 
deficiency. 

We respectfully disagree with the factual 
content ofseveral statements in the 
CA002.59080 findings document We request 
an informal conference with the District 
Administrator to discuss, clarify, and po~ibly 
amend the document to more accurately reflect 
the facts of our investigation. 

1'21 Dki 5 Chi ART 7 §707~1(b) Mcdlcal 
record availabiUty 
The regulation was not met as evidenced by: 
Biased on interview and record review, the 
hospital failed maintain the privacy and 
confidentiality of 17 patient medical records 
(Patients 1-17) when a staff (Registration Clerk 
A) inappropriately accessed the patients' 
medical records. and disclosed confidential 
information to other individuals not affiliated 
with the facility, which allowed them to 
manufacture phony Califomia Driver's 
Licenses. 

Evet11D:l8K611 IOIW2011 2:22:0JPM 
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~AUFORNIA HEAi.TH AND HUMAN SERVICES AGENCY 
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(XI) ~$TATEIIIEHT OF D61CIPte1EI 
ANOP\MOF COIIJll!CllON llOOFICA'IIOM NUlaet; 

0311M/2011 

MAME OFPROVJOPORSUl'l't.1Elt STAfET ADOIIESI.CITY STATE. zu:• COOE 

ST. MARY'S IIEOICAL CENT£fl ~STANYAN STREET. SAN FRANCISCO, CA N117 SAN FRANCISCO COUNTY 

(X<l)D SUIAWIY liTAT£1oEM' OF OEIICIENCE8 
~ 0&1'1C4ENCY WIT a PAEC&Dl'.D 8\' ML 
IIEGULATCNt\' all I.IC IIEHT'lfYIHGNOIIIMllON) 

PREFIX 
TAO 

Contanlltd FNlffl,... Z 

Find!nga: 

Accoftfing to a tacilily i.tter to the l)epettrnent I 
daled 2114/11, the facifity Security Oillldot (SD-t) ! 
rec»ived information on 2/11/11. ftom • Police I 
De111diva (DET-1> n,preeentlng an Economic: Crime 
Unit In the Parm Beac:h Florida MIii that Take 
CAiifornia OrNer • • licensee with name. and 
addr... of individuals who wel9 in the patient 
medicat rllCOl'd du bale of the faciity went M~ed 
during an identity theft raid. 

Review of I local Police department aime "'JIOlf, 
dated 2/24111, indicated "S0-1 received • c.. from 
CET-1 who tlatad U,., he w.. hMclling an identity 
theft c:ate involving patiefl1s and employee . 
phyliciana of St Mary'a Hoapitai. DET•1 Hid he! 
hid ae'NIII photocopes of CDLa (Califomia Orivert : 
LicenNt) belonging to vlctima of iden1ity theft who : 

IMIO hid l»ef'I patients o, phyaic:ian employ"' at ! 
, St Ma,y'a Hoaf>/tlll. OET-t furtl\W Nted !flat •ach ! 
dl'Mtl'S license hid a photosJnlpll of the · 
indlvldual, who 11 unknown. OET-1 told S0-1 that he 
had c;ol\wcted a few yjcljma(Patiant 1,Patietlt 2, 
Patient 3) on the COL and wu told by the lhtN 
that he con111ded that u,ey had been patilntt af St. 
Mary'• and one who •tlted that ahe w• • 
phyticlan at !he facility. OET-1 plOVided an name• 
on !he CCL lilt to SO-t who confirmed tnat Heh 
peteo,1 was eitfMlr • current or put patent or activ9 I 
phyaician atSt Mawy'1 Hoapita>.• l 
1n an inl9rnew on 312111 at 3:40 P.M., the F,c:iU!y I 

40 
PflEFIX 

TAG 

Prl\lacy Olllcer (FPO) madlt ~ following 
at.atemen1a: . 

l"IIOYIO£R'S fll.AN C/lf COIIRECTION ()(61 


tEM:N CCIIMCTMACTIOH IHCXII.O IECIIOM, 
 COMPl.!T! 
IIB'l:MHCEO TO 1l4f:~IATt: DEFICENCVl DATE 

How the corrective action('s) will be 
somptished for those patients/persons found 
t9 have been affected. 

The facility employed tbe following actions 
2/25/1 I and ongoing 

I. 	 Patient/Persons identified were sent 
notification letters. 

2. 	 Patient/Persons identified offered 
Credit Monitoring Services for 12 
months. 

3. 	 Patient/Persons identified were given 
information n::ganiing Security Freeze. 

4. 	 Facility Privacy Official point of 
contact to speak with patient/persons. \ 

: 
How wm the facility identify other ·1 
patientlpe!]ons whQ may be aff¢ed and what 
oorrmiye action will be taken. 

The facility employed the following 
dcrtc:<:tion/prevention methods: 

1. 	 Audit log review ofall computer 
application activity 1/l/2010-2/J 7~ 
21/2011 ofR~A. 3/1211 I 

2. 	 Audit log review ofsame function 
employees in same physical location. 
3/16/11 

3. 	 Audit log reviews. 3/1/ l l and every 
two weeks thereafter for 12 months. 
Random audits ofat least SO patient ! 
regislrations. After 12 months,I I random quarterly audits. 

E\Mflt l0:181(811 	 10t2Tl2011 2:22:03PM 

\.A80RATORY DIRECTORS OIi PAoYIOEltJSUPPUER REPIIESENTATM:'S SIGNATURE 	 Tlll.E (X6)DATE 
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c,Al.lFORNIA HEALTH ANO HUMAN SERVICES AGENCY 
DEPARTMENT Of PUeLIC HEALTH 

IITATIM!HT Of DEflCIEHCIH (X1) ~~ IIC3)0AT£SUINEY 
AN> PlAH OIi CORIIEC'IIOH 108fflf1CATION NUUIIII· COMPI.ETED 

0~04/2011 

,......OIi PIIOVIIPOII IIUl'l'\.lf.R llffl!TA0DIIUS. CITY STATE. ZIPCOO& 

ST. IMRY'9 M!DICM. Cl!NTER l4tO STAHYAN STMET, SAN FRANCISCO, CA 14117 SAN~COUNTY 

(lC4IIO ~ ITATDIUfTOf OffiCl8fCQ 
C~Clf09ICIENCY WIT• PHCEEOED 8'f l'UU. 
llfWATOIIV OR UIC lllN'l1nltG~IMTICN) 

ID 

"M of ~ nl!MI on the phony driver•' lie81'N li,t 
we rtcleivacl from DET-1 wetw in our patient medical 
AICUf'd dall baa• we call MS4. Th, MS4 it a 
medleaf fltCOfd data baM that con1ain1 both 
employM phY9ic:illn hellft teeotdt and patient 
nacord1. They .,. one in in, same, ,Ince the 
emplclyw .. pa,t of our he11h 1yat1m. 
S4MntNn of the namea on lhia list had been 
ac011Nd by RC-A wilt\ no reason or explenallon. 
Patlenl 1, who ia alao a doclOr at Out ,.cility, told 
us ahe received a ca• from • detective (DET-1) in 
the ate• of Floridt who told her that he found her 

name, aGdlftt and birth dalt on • lilt of phony 

COl.'1 that W1II being UNd by an identity theft ring. i
DET-1 ,.II that pllllent infOmNllion from St Mar,• 
Hospital wa, being u.-cl ID gene,a• phony COL'1. 
Patlant 1 confirmed that her lcMntity had bMfl 
ODfflllfomiMd.· 

"Wt reeeiv9d #I01hlr report from Patient i. a victim 
of identity lh9ft. whO had rectntly been• patient at 
lhe fadlity. She w• 1old by the local polk»
deplrtm9nt to c:cnlact any facility the had tlld 
eot,tact with to OOII~ lhem d the crime. Patient 2 
heel been regiltered by RC-A in our Oulpllliel't 
Clnlc. Patient 2 hid • unautrleriled c:tedit card 
d\af911 at a T.-gel anct Mac;y'I Dapa11m1u11 Store 

on • fllN Mater c.nt Mi.r.ed in the identity lhlfl 
,aid in Florida. Her neme waa •Ito on the li.t of 

phony dm,ef'a 1ctn...: 

"Patilnt '· who ii alto . ., employ• ptrflician 
here, r-,,o,ted to ue that alle l1ad hid an 
uneuttlofiz.ed ct1arge for • gold bracellthm Saka 

PflOIIIIIER't P\JIH ~ COllll!CllOlf 
lEM:lt <XlRIIICTNI'. ~'OOftltlDUlD W CllOQ. 
AlffltfHCED 1'0 THI! APPIIOl'llllil'l l)fllC~ 

tlC5)
PIIUll( pflffll( COMl'UTE 

TAG TAO OATE 

i 
What/Ho;»: the S,Qrrection will be ~O!!l(!!i.,hc!i,I
.both tempqrarily and pmnanentl~.iI ! 

I The facility employed the following prevention
I methods 

I 

1. 	 Eliminated the photo copying of 
Patient's identification cards. 2/22/11 
and ongoing. 

2. 	 Facility Privacy Official, periodic 
HIPAA presentlllions to Management 
Council to reinforc;c HIPAA 
education. Changed to standing 
monthly agenda item 10/12/l l and' ongoing. 

: 

3. 	 Hospital President presentation andj j 
l 

1 
1 I 

! 
' 
I

discussion of HIPAA reportable 
statistics to Management Council. 
4().7/11 

In eddiiion, the facility will continue to 
employ the following prevention methods: i 
2114/11 and ongoing. 	 i 
4. 	 f>r&.employmcnt background check I 

required before person is eligible to be / 
employed at St. Mary's Medical : 
Center. 

.S. 	 Workforce education at initial hire 
orientation and periodic thereafter. 

I 6. Role based access and unique user ID. 
Access to electronic applications 
based on job classification/duties. ,,. , 

7. Periodic audit log re~ws

I I 
..~ I I

iI 
i l 

Ewnt ID:18Kl11 	 10l27/2011 2:22:03PM 

TITLE 	 (XlltOATe 
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Cf'LIFORNIA HEALTH AND HUMAN SER\JICES AGENCY 
DEPARTMENT OF PUBLIC HEALTH 

STATEIIENT0, llfl'ICIEHCll!S \lQl MUI.TIPlE COMSTIIUCllON om DATE SUMI/EV 
ANO Pl». 0# COAIIECTtOII CO~ETED 

03/0412011 

NM1E Of PROY10£R OR SU>f'I.IER S1"EET AOOIIEIS. CIT't. STAT€ . ZIP COO£ 


IT. MARY'S M!DICAL CEHTO '50 STANYAN STRl!ET, SAN FAANCSSCO, CA 14117 SAN FRANQICO COUNlY 


(X4) I) SUl,IMMY STATEMENT~ DEFICIENCIES 
Pllt:flll lEACtt lll:faMCVWIT. PREClEDED av ,uu 

TAO AEOUlATOIIV 011 I.IC IOENfFY'HCJ IIIFOIIIIIIATION) 

Continued From !Mite• 

F"!Clh Avenue In 8evetty H~la. Caifomia Her nlme 
and addreu WN on that bt of phony drivef'1 
licenMt Miud in lhe raid inFlo,-," 

"Patie!Jt 5 had two phony c:redi carda gane,atad in 
her name U\llt werw aeiied during tht raid. A copy 
of theN c:1rda WMI given to ua with the liat OET•1 
hedeent ua.• 

-w. did 1n audit of our MS4 medical ~ 

"Y'""' and co,npa,ed lhe 1st or ""'* end 
~ informatian on the phony drivers llcenlN 
and credit catda. They al matched. During ow 
1udll we dllcovered RC-A had accnNd thNe 
~ eJCaCt name. ro, no explainable reaeon on 
her woli( shift. Wt bellew ao,ne hOw the gave the 
information lo an identity theft ring in Florida.· 

10 
Plll!Jll( 

TAG 

) 

In a phoM inlltNiew on 612)11 at 11:10A.M., DET-1 j 
made the following ,tatament: 	 j 

"In my investiglltlon, I waa able to c:ontac1 Pelient 
1, her name waa on one of Iha phony CD&.e Mind 
in the ianClty theft raid. She Micf the anw• 
~ phyalcian at St. Maly• Madic:al c.r.r. I 
then reacl off aome of the ottler name, on the lat of 
phony ~• llc:anaea. SM said P111tnt 3 and 
P1tlefll 4 wete e,np6oyN phySlciana at Sl Mary'• 
Medical c.m.·"'9 they worbd togetiw.• 

-i waa ._ to contact Patient 2 on the phone.• 
I 8ealdel having • phony COL, with Pltient 2'a name t

Iand lddrNa Miiad in the raid, Patient 2 had • I 
I fraudulent M81ter Card made out in h9r ;
iname... Patta~ 2 r~wh9n the regiatered 1 

PltOVl>ER'I Pl.AH Of CORA(C'f10tl 1 11t51 
(lACH CORIIECTM: ACTION 5"0ULO IfClt0A I COMII\.ET£ 
IIEFER8tCED TO THE APNOPR~TI! 09'1Cl£1fCY) 1 DATE 

I 

De;icription ofthe monitorina; prgcess 19 
guvent recurrence of the deficiency. 

The facility employed the following 
prevention/monitoring methods: 

1. 	 Audit log reviews. 3/1/11 and every 
two weeks thereafter for 12 months. 
Random audits ofat least 50 patient 
registrations. After 12 months, 
random quarterly audits. 

2. 	 Workforce continuing HIPAA 

education to reinforce previous 


education. Registration deparuncnt 
staff meeting HIP AA education and 
Security education 3/8/ I l. 

3. 	 Audits ofthe process change that 
eliminated the photocopying ofpatient 
identification cards perfonned on 
3/1/11, Jn/11. and 3/15/1 l with 
findings of 100% compliance. 

,Re§ponsible fartic~: 
Facility Privacy Official 
Human Resources Vic;e ~ident 

: ... 	 ! 

E*lt 1D:IIIK811 	 2:22:03PM 

IA6Qft.AT°"Y DIREClOR'S OR PROVIDERISUPPUEII AEPRlt!S!HTAlM'S SIGNATURE 	 Tine (XtJCATE 

Any~,...._,.--.0..., ..,....,....(')..,...adellellncywNdllle iMIMlalmai,lllltlCUMCll'lon!GDn-.cllrlgpf'OldnOlCltdeWml!Md 
INtotw..,....,.,.~91A:1Me,.--..tolN .,......_ i!-.itfot"""""'V t-. lllel'lndlrlpll:low-dlc:lo1able OO~/alowin9fHI cl.ta 
~ -WW whdlar w nota Jilan ol c::omic1on ill pl'O¥illtd. Fot III.W1lng llofflN, 1M aboloa ,.,_.. ..,d plant ofCCIINCUon - dildoelClla 14 daY9 flllbm8 
111a.i...,_ ~--,,,..._..... facilily. r CStllciel--c:111c1. an,..,,_, p1111t olconwclion ct l'IQllllll9 to~""'9'11"' 
P8r11CipaWft. 

·~------·
S11ti..2se1 

http:COMII\.ET


C~LIFORNIA HEALTH ANO HUMAN SERVICES AGENCY 
DEPARTMENTOF PUBUC HEALTH 

STATeME!IIT OF 0EF1Cl8ICIES 
AflfO PlAN Of'CORAfCTION 

()(1) PROIIIDERISllPl'llERICLIA 
IOEHTIFICATIOHNUU881: 

050417 

(121 MULTIPLE CONSTRVCTIOM 

03/IMl2011 

NAME OF l'ROVIOEII OR SUPPUER 

ST. MARY'S MEDICAL CENT~ 
Sfkf£l ADORES$. CITY. STATE. ZIP C00E 

!400 STANYAN STREET, SAN FRANCISCO, CA IM117 SAN FRANCISCO COUNTY 

(U)C) SUMIWtY STATEMENT OF DEFICIENCliS 
(f.ACH DEFICIENCY MUSTBE l'AECEEOEO (r'{ FLU 
REG~TOM 0lt Ult l09fTifYlNO IHFOIUCATION) 

10 PROVIDER'S Pl.AN OfC()Rf!ECTIO.. l ()(6) 
PREFIX Plle:I)( (£1,c;tt CQftflE.CTM: AC'TION 6HOUI.O Bf ClfOff.· t COIFLE1£ 

TAG TAG REFEREHCEO TO TIE AP9RDPRIATE Ol;FICIEHCVI j DATI: 

Continued Ffllffl pap 5 

in tlle lab depa,1ment of St Maly't that RC-A wat 
asking more identif1e11tion queation• then she 
thought neatHa,y like her Social Security Card 
number and California Drive!'• License number.• 

"After thne converutions I begin to auapect that 
their waa a connection belwMn the phony driver'• 
llcenaea and patient/empfayee medical Nte:Orda at 
St. Mary's Medical cenc.r. I sent a list of the phony 
COL namet to the S8Q.lrily Dirwctor of St Ma,y'a. 
He confirmed to me that aN of the namea and 
adctrestet on the lilt W8AI palientl or employeat 
at St. MIM)"e." 

Review d RC-A'• eomputer accel9 regiatratlon 
logl, dated 2/18111, indicate that there waa no 
reaaon to for her to obtain demographic registration 
infonnation (name, addreu, birthday) on lhe 
following patients: 
Name Unauthorized Oatet of Aceeea 
Patient 1 12/t5/10 
P•tient2 12/16110 
Patient3 12/15110 
Patient 4 12/15110, 1/22/11 
Patient5 12/14/10, 12/1!5110 
Patient6 11/21/10, 1122.111 
Patlent7 12/14/10, 1/4/11 
Patient 8 12/14/10, 12/15110 
Patienti 1/22/11 
Patient 10 12/15110 
Patient 11 12/15110 
Patient 12 12/14/10 
Patient 13 12/14110 
Patient14 1/18111 
Patient 15 f/18N1 
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Continued Fnim pap t 
Patient 16 12/14/10 

Patient 17 12/14110 


Alt of the above identified patienla, oxcept for 

Patient 14. demographic medical record information 

malehed the names on a lilt of fake COls seized 

in an ldenlifV theft raid in Florida ieferenc:ed above. 


Revtaw of facility'• policy and procedum titsed 

"Network Usage Policy" dated Decembet 18, 2009, 

it 1tated " Section G, Prohibited Uses of the 

Netwolk; ...8. Acc:euing or ditcloling Confidential 

lnfomu1f1on, S8f1litrve lrlorma1lon. or Strictly 

Conftdent111 Information that ii not Within the IC01>f 

of the tlsar'a (facility' lnitillal-relllted duties and 

reaponaibffitiea...• 


Revtew of a facility Tem,inatlon letter addreaaed to 

RC-A,dmd 212e.t11, indicated: "MIK conducting 

and investigation, we have dtac0Yeree2 multil)le 

instances whef9 you hew inapt)fOprialefy aCQl91ed 

numarou1 patients recorda in violation of our 

Priv•cy and Data SIICUl1y Pollcin." 


Review of RC-A's efflJloyment file indica18d RC-A 
signed an ""dlnowledge,nenl Form" dalltd 
2/19/10, ag,Ning that "Prohibited Uset of the 

Netwoi11:...Accesaing or dilcloliog Confidential 

tnformetton. SenaitlVe Information or Strietly 

Confidential lnfofmatton that ii not within the •COIMI 

of the UMl"a...related duties and responaibilitie1... ~ 

The racility failed to pntvent unau1ho~ a:ceaa to 
conftdentlal medical record information. by RC-A for!
Patienta 1, 2 , 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13.14, 
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15, 16, and 17. Aa a result of the failed p,actiee, 

the medical information of Patient, 1, 2, 3, 4, 5, e, 
7, 8, 9, 10, 11. 12. 13, 15, 16, and 17 were uaed to 
cons1ruet fake Califomia Orivef", Licenses by an 
identity theft ring. 
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