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[The following reflects the findings of the Department
of Public Health during a complaint/breach event
visit:

Comp[amt intake Number:
| CAD0405996 - Substantiated

%

» Representing the Department of Public Health: Plan of Correction:

Surveyor ID # 21899, HFEN , | The hospital provides support for

| compliance with policy S-FW-IM-
| The inspection wass limited to the specific facility : 0201: Confidentiality of Information
| eventinvestigated and does not represent the: (Patient, Financial, Employee, and -
| findings of a full inspection of the facility. | Other Sensitive and Proprietary
Health and Safely Code Section 1280:15() A | | nformation) by providing direction
clinic, health faciity, home health agency, or in the following manner:

hospice ‘licensed pursuant to Section 1204, 1250, |

1725, or  1745shall prevent .unlawful or ta) What corrective actions will be
unauthonzed access to, -and ‘use or disclosure of, accomplished for those patients
patxents med;ca! information; as defined in fO,‘Lm d to have been afﬂable d by

subdivision (9) of Section 56:.05 of the Civil Code
and consistent withw Section 130203. The
department, -after investigation may assess  an

the deficient practice?
e Patient 1 was informed

administrative penalty. for a-vialation of this section ‘ Velbaﬂy and in writing on July:
of up to twenty-fve thousand dollars ($25,000) per 16, 2014 of the unauthorized
|patient. whose medical .information -was unlawfully ' access to his health information.
or without authorization accessed, used, or | « Immediately upon identifying

disclosed, and up to seventeen thousand five
hundred  dollars  ($17,500) per  subsequent
occurrence  of unlawful ‘or unauthorized access,

a possible breach of health
information on July 10, 2014, an

use, or -disclosure of that patients' medical investigation was initiated.
information. A o The employee (C.N.A.T) was
: terminated on July 23, 2014,
1280.15 Health Safety Code section (a) provides following validated access to
“|'that "a clinic,” health facility, -home health agency, or health information without a
: hosp|ce licensed pursuant to Section 1204, 1250, busiriess purpose.
Event 5D‘RX6X11 2/26/2016 8'.17‘40AM
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By signing thls ocume}ft/l am acknowiedgl o] recelpt of the entire citation packet,  Page(s). 1 thru 8

Any defncxency stat;nqe?l ending WIth i /stensk (*) denotes a deﬁcnency which the institution may bé excused from correcting providing if is determined-
that other safeguards, provide sufﬁcrant protection to the patients. Excepl for nurging homes, the findings above are disclosable 50 days followmg the date
of survey whether-or not a plan of correction-is prowded For nursmg homes, the above findings and plans of correction are‘disclosable 14 days following
the dale these documents are made avaifable to the” facrlxty It deficiencies are cited, an approved plan of correction is requisite to contintied program
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¢ Immediate interview and

1725, or 1745 shall prevent unlawful or unauthorized education of MD1 (and others)

access to, and use or disclosure of, patients' occurred on July 17, 2014.

medical information, as defined in subdivision (g) of Responsible person: Director,

Section 56.05 of the Civil Code and consistent with Risk Management

Section 1280.18. a7 '

For purposes of this section, internal paper records, %7/16/14

electronic mail, or facsimile _ ) .

transmissions  inadvertently misdirected within the b) How other patients having the

same facility or health care system within the potential to be affected by the

‘course of coordinating care or delivering services same deficient practice (have
‘| shall not constitute. unauthorized access to, -or use been identified) and what

or disclosure of, a patients medical information. | corrective action will be taken.
| The : ' A1 patie he

|department, after investigation, may assess an ‘All pf).tl@ntS adm]‘tt?d to .t e

administrative penalty for a violation of this section hospital have the po‘[er}tlai to be

of up to twenty-five thousand dollars ($25,000) per affected by same practice, -

patient whose medical information ‘was unlawfully or therefore the following has

without authorization accessed, used, or disclosed, oceurred. '

and - . » The actions of C.N.A 1 was a

up to s five hundred dollars willful and intentional violation

($17,500) per subsequent occurrence of unlawful or K C s o

unauthorized access, use, or disclosure of that Of-th‘?lho-SP@l s policy. The. -.

patient's medical information. For purposes of the hospital provides annual training
investigation, the department shall consider the on privacy and confidentiality,

dlinic's, health facilty's, agency's, or hospice's which is well understood by

history of compliance with this staff, therefore additional, broad
» section apd,‘other related state and federal statuffes education in response to this

and regulations, the extent to which the facility svent t indicated

detected violations and took preventative action to CVEIL 13 nQ ’

immediately correct and prevent past violations ¢ TheED computers Whe;‘e

from recurring, and factors outside its control that MD] stated that it was possible

restricted the facility's ability to comply with this that “someone else may have
| section. The department shall have full discretion to accessed Patient 1’s medical 3

*‘*‘j“con,siQer —glf~ factorS"'whep" “deteriminiiig "Wl?‘é.t’ﬁe‘r""‘tc)”’“ o " record under his logon paSSW(;raw
investigate 'and ‘the- amount of an administrative and viewed the demographic
EventID:RX6X11 2/26/2016 8:17:40AM
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information” have been modified
penally, if any, pursuant to this section. (S@e c. Systemic Changes)
‘ Responsible person: Director,
.1 1280.18. (a) Every provider of health care shall Risk Management
establish and implement appropriate administrative, Date: 1/22/15
technical, and physical safeguards to protect the
privacy of a patient's medical information. Every NPT TR
provider of health- care shall reasonably safeguard ¢ th”, ziinmeq’mz‘(Z meg;;ures anfi .
confidential  medical, information  from any systemic changes wi bepu\t into
unauthorized access or unlawful access, use, or place to ensure that the deficient
disclosure practice does not recur?
Immediate Measures:
Title 22 regulations « All physicians involved in
potential access to Patient 1°s
70707.1 (b) A list of these patients' rights shall be health information received
posted in both Spanish and English in appropriate immediate education on
places within the hospltal so.that such rights may approprlate access and
be read by patients. This list shall include but not | expectation for logging off
be limited to the patients' rights to: computers after each use.
1, . ; . ini aterial
(8). Confidential {reatment -of all -communications Pri Annual f”am.m g «n; - on
and records pertaining to the care :and ‘the stay in __?W ac;y Wa‘" reVIeWC to‘ensu_re
the hospital. Written permission shall be obtained mcluslon of examples aligned
| before the medical records can be made available Wlth this event,
to anyone not directly concerned with the care. Systemic Changes:
e The ED computers have been
modified to include badge-swipe
The above regulations were NOT MET as evidenced L acge-s 1 ’
by: o in-and-out access and automatic
, log-out after two minutes (vs 20
Based on interview and record review, the facility minutes).
failed to protect the right to privacy for 1sampled ¢ Mandatory Physician
patient  (1). Patient 1's medical record was Education on Privacy B i
- v'”*e“;'“‘,’“’f‘",y" E;Cczs?o’edﬂ;byﬁ?oss lal pers?,“e.; W;g Compliance is now mcorpoxaud
{were hot involved in the patient's care and who di into physician reappointment
Event ID:RX6X11 2/26/2016 8:17:40AM
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not have a business need to know the patient's every two years.
confidential medical information. In  addition, the ,
Patient 1's medical record was not maintained in a Responsible person: Director,
manner that protected confidentiality when the Ri.s.k.Management
patient's record was left accessible to unauthorized Date: 3/1/15
personnel. These deficient practices lead to the _
potential disclosure .of the patient's confidential L ' o
medical information, to unauthorized individuals and d) 4 description of the monitoring
to adversely affect the patient's right to privacy and process and positions of persons
confidentiality. responsible for monitoring
Findings: , - v All Scripps employees undergo
On 7/10/14, Hospital A informed the California validation of their understanding

Department of Public Health (CDPH) that a local
television outlet had reported that, a "source at the
hospital’, had revealed that Patient 1had been

of the organization’s privacy
practices, which is memorialized

transported to the hospital for treatment. On at the time of annual training as
7117114, the hospital reported to CDPH, that a documented on the

subsequent audit of Patient 1's electronic medical. : Confidentiality and Non-~
record indicated the potential 'unau{horized access 'Disclgsurc Agreernent

by hospital personnel to the patient's .medical

record.

All electronic health record

| Patient Twas admitted to. Hospital A's emergenc . T .
‘ ey : P gency access 18 monitored, and, with

department (ED) on 7/9/14.  The hospital's

Emergency Record, dated 7/9M4at 11:50 AM, reasonable suspicion, an audit
|indicated the patient's chief complaint. The log can be created to investigate
Emergency Record had been dictated and ' access without a business
authenticated by the patient's emergency primary purpose. ‘

medical -doctor (PMD). The same record indicated
that the patient was admitted to a care unit in the
‘hospital for further treatment.

During an’ interview and joint document review on

Information System Activity
Review- Patient Records Access

7/2214.at 10.00 AM., the Director of Risk Audi}ti‘ng is accqm?lished o
Management ( DRM) stated -that the hospital audit through a standardized audit plan
| of ~Patient 1's-electronic " medical ~tecord “had | " "uiilizing reporis from our access
identified that- a staff member, certified nursing l.ogging consolida’tionvand
EventIDIRX6X11 ' ' 2/26/2016 8:17:40AM
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reporting software tool,
assistant (CNA) 1, had accessed Patient 1's record FairWarning, to routinely audit
withdut a business need to know. The audit was access to high risk systems
reviewed with the DRM. The DRM stated CNA 1 (containing significant amount of
had not been assigned to Patient 1's care. The ePHI) including AllScripts
DRM stated that the audit had revealed that CNA 1 (Clinics’ Electronic Health
had accessed areas of the patient's electronic N o
medical record, which had included the patient's R?COFYD arfd GE Cer'mlClty'
name, patient summary, and document display, (HOSpltaIS El?Ctl'Olllc M‘edlcal
The audit indicated that the CNA 1had accessed Record). In CY2014 audits of
the patient's record between 6:06 P.M. and 6:08 high risk system access will
P.M. on 7/9/14. In addition, the DRM stated that, include the foﬂowmg
during a witnessed interview, conducted on 7/16/14 | Random User Audits: A specmc
at 11:00 AM., CNA 1 had been shown the  hospital software routine has been
record audit information and had admitted that she I R
had accessed Patient ‘1's electronic medical record ) de?’glope‘? for Sollpps by
at a common shared computer outside of the FairWarning to randomly
| patient's room. The DRM stated that ‘CNA 1 had generate an individual access for
| stated that she was "curious" and had admitted one user and one patient for the
that she looked at the patient's medical record. date(s) selected in the designated
A fevle_w of & letter, dated 7/16/14 and sent to sy‘stém. Each week, Corporate
| Patient 1 by the “facility, informed Patient 1 that the C omp{iaﬂce generates a set of
following  information was accessed,  without
authorization, by a staff member: physkician SUCh random accesses for these
transcripts. that described the pafient's chief key systems and then works with
complaint, pre-hospital course, history of present management to confirm the
illness,  past medical history, medications, appropriateness/job function of
allergies, family history, social history, review of the individual usei’s need for the
systems, and treatment and  Emergency patient record access selected for
Department course and diagnoses. oo a
During an interview on 8/16/14 at 4:00 P.M. GNA 1 review.
stated that she worked on the hospital unit where . .
Patient 1 was admitted, on 7/9/14, CNA 1 The audit results will be
acknowledged that she had not been “assigned to evaluated by the Audit &
. ~Ithe~patientand Jearmed that “the patient was a@ VIP | Compliance Committee and any
{very important person) from other staff members on need for additional
Event iD:RX6X1 1 2/26/2016 8:17:40AM
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the same unit. CNA 1 stated that 3 computers on
the unit are shared by the same staff. CNA 1
stated that it was "a usual practice” for staff to
remain "logged " on the computers and that
“someone else may have looked at [Patient 1's]
chart” while she was logged on (signed on to the
computer with-a unique password"),

During an interview and joint document feview' on
9/23/14 at 1:.00P.M., MD 1stated that he -had

been on duty in the Emergericy Depariment (ED) |
on 7/9/14, the same day that Patient 1had been

admitted to the ED. MD 1 stated that he had not

| been involved with Patient 1's care and had not|
| accessed the patient's record for information, MD 1

acknowledged that the electronic medical record

|audit indicated that he had accessed the patient's.

record for demographic information ‘on 7/9/14 at

1259 P.M. The -electronic record audit indicated |
| that: demographic mformatlon ‘which included the |
| patient's -name, date of birth, address and phone
number had been viewed. ‘MD 1-stated that the:
computers in the emergency department .were
|shared and accessible to al staff, MD 1

ackhowledged the facility expectation that staff
were to log off the computer after each use:
However, MD 1 stated that it was not an unusual
practice to "log on" to ‘a computer, with an
individual password, and ‘then be called away ‘from
the computer without "logging out”. MD 1 stated

that it was possible that "someone else” may- have

accessed Patient 1's medical record under his
logon password and viewed the demographic
information.

improvements or modifications
will be assessed and
implemented.

Responsible person: Director,
Audit & Compliance

Audit timeline: October 1, 2014
and annually ongoing.

_ ’During'"‘a’“review" “of “the” hospital's policy and
procedure, entitted Confidentiality of Information

Evént ED:RXSX‘H

2/2612016

8:17:40AM
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(Patient, Financial, Employee, and Other Sensitive
and  Proprietary Information) approved  7/22/14,

Hincluded  “...all rndlwduals who have . access to

Confdentlal lnformation (descnbed as data that, if
made available to unauthorized parties may
adversely affect individuals) are prohibited from
using, ‘discussing or revealing' “such information in
any unauthorized manner...For -example, -individuals

‘may . nott  Allow or participate jn viewing,

accessing...using  or disclosing  Confidential

‘Information for any purpose other than carrying out

legitimate job -related responsibilities:..This policy
applies to [Hospital Name] -entire workforce,
including employees...contracted third paities...The

(policy also applies to medical staff members,
{resident, fellows and interns."
1A review of the hospital policy and procedure

entitled Computer, Network, -and E-mall Usage

(Acceptable Use) approved 5/7/13, mcluded "LARY
| [Hospital Name] owned  desktop computers,
laptops, handheld devices and workstations used o

conduct [Hospital Name] business -must be’
secured with a password- -protected ‘screen saver

with. the automatic activation features set per.

[Hos;:utal Name] current or by locking or logging-off
when the computer/device is unattended.. The
foliowing activities are strictly prohibited.. usmg
someone's already logged-on session.”

During an .interview on 10/7114.at. 3:50 P.M., the
DRM acknowledged the evidence that Patient 1's
medical record was intentionally accessed by a
hospital employee, who did not have a busmess
need to know the patients information, In addmon

the "DRM- acknowledged that "the hosplta! had .not
implemented the policies and procedures. developed

Event ID:RX6X11

2126/2016
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penailty.

for the protection of confidential medical information
and unauthorized computer access. The. DRM was
informed  of the potential for an administrative

Event ID:RX6X11
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8:17:40AM
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